ADDIS ABABA UNIVERSITY
COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCES
SCHOOL OF INFORMATION SCIENCE

ASSESSMENT OF INFORMATION SECURITY INCIDENT MANAGEMENT

PRACTICE IN ETHIOPIAN BANK

By

TSEDALE YOHANNES

JUNE, 2018
ADDIS ABABA, ETHIOPIA



ADDIS ABABA UNIVERSITY
COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCES
SCHOOL OF INFORMATION SCIENCE

ASSESSMENT OF INFORMATION SECURITY INCIDENT MANAGEMENT
PRACTICE INETHIOPIAN BANK

A Thesis Submitted to School of Graduate Studiesdufis Ababa University in
Partial Fulfillment of the Requirements for the Desgof

Master of Science in Information Science

By: TSEDALE YOHANNES

AdVisor: LEMMA LESSA (PhD)

June 2018
Addis Ababa, Ethiopia



ADDIS ABABA UNIVERSITY
COLLEGE OF NATURAL AND COMPUTATIONAL SCIENCE

SCHOOL OF INFORMATION SCIENCE

ASSESSMENT OF INFORMATION SECURITY INCIDENT MANAGEMENT
PRACTICE INETHIOPIAN BANK

By: TSEDALE YOHANNES

Name and signature of Members of the Examining @oar

LEMMA LESSA (PhD)
Advisor Signature Date

GASHAW KEBEDE(PhD)
Examiner Signature Date

WORKSHET LAMENEW(PhD)
Examiner Signature Date



Declaration

This thesis has not previously been accepted fgr dagree and is not being concurrently

submitted in candidature for any degree in any ensivy.

| declare that the thesis is a result of my owrestigation, except where otherwise stated. | have
undertaken the study independently with the guidarad support of my research advisor. Other
sources are acknowledged by citations giving ekplieferences. A list of references is

appended.

Signature:

TSEDALE YOHANNES

This thesis has been submitted for examination migrapproval as university advisor.

Advisor’s Signature:
LEMMA LESSA (PhD)




ACKNOWLEDGEMENT

Next to God, | owe my special gratitude to my adwiBr.Lemma Lessa! Without his assistance
and dedicated involvement in every step througllbeatprocess, this paper would have never
been accomplished. | would like to thank you verycinfor your support and understanding. Dr.
Lemma, me and my classmates always appreciatetgaahing style at classroom. You were
punctual, respectful and generous to provide alpfukresources what you have for your
students. May God pay you back for your unforgéttadxtraordinary effort to help your

students!

My special thanks also goes to all my teacherscabd of information science and the

participants of this research at bank x!

Finally, I must express my very profound gratittdemy families, coworkers and friends for
providing me with unfailing support and continucerscouragement thorough out my years of
study and through the process of researching anthgvthis thesis. With a special mention to
my mother Tsehai.M, my sisters & my brothers, mijdrbn Hilary & Michael, Thank you so

much for all your support and encouragement!



Abstract

Banks facilitate spending and investment, whicH @irewth in the economy, however, despite
their important role in economy, banks are nevéedssusceptible to failure. Banks, like any
other business, can go bankrupt. But unlike mokerotusinesses, the failure of banks,

especially very large ones, can have far-reachmplications.

Ethiopian Banks continually increase their dependean IT systems. Bank x is one of the
largest banks in Ethiopia. It adopted internatitypnedcognized banking technologies. One of the
major technologies is the core banking solutioral$io provide banking services such as the
ATM, mobile banking, Internet and payment terminEte advancement of technology and an

increasing use of IT solutions exposed banks tacks more than ever.

Even though, banks are deploying prevention meshanito keep out hackers and attempts of
cyber-attacks, incidents occuroccasionally. THis taere is a need for an effective and efficient
management of information security incidents. Imé¢ional standards and guidelines for
incident management exist but,researchesthat assgest practices are few in literature. This
research conducted as a qualitative case studyhichvbank x’s information security incident
management current practice assessed. Where thealbgction methods were face-to-face and

E-mail interview.

The finding from this study revealed that bank »xeslcot have a predefined and separate
information security incident management plan. Bot,some extent it was compliant with
international standards and guidelines in somenoident handling procedures. An alarming
finding that indicated bank x never performed rebalawas highlighted in this study. Lack of
employee awareness, information gap among depatdtaed lack of experienced and skilled
incident handlers and enhancement of new threats ammong prominent challenges identified
in this research.Finally, recommendation for susftes information security incident
management was proposed.

Keywords: information security incident, information sedyrincident management, incident

response team.
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CHAPTER ONE

INTRODUCTION

This chapter introduces the background of the rebeastatement of the problem,research
guestions and the objectives of the research,ghidisance of the study and the scope of the

research.Moreover it presents organization ofltlesis.

1. Background of the Study

Worldwide, businesses continually increase thepedeence on IT systems, even for routine
business processes. The business processes wiactlydrely on information systems and the
supporting IT infrastructure often require highdes/of availability and recovery in the case of
an unplanned outage. Industries and governmentbereming increasingly accountable for
how data is managed, protected, and secured. &oland regulations vary from industry to
industry, and the overall landscape of technicafjuiements continues to grow in

complexity(Hove.G.&Tarnes.M,2013).

The financial industry traditionally leads in termof stringent regulations for data protection,
security, and contingency copies of financial daithers are quickly migrating towards a
completely electronic format for data. Banks faatk spending and investment, which fuel
growth in the economy, however, despite their ingoarrole in economy, banks are nevertheless
susceptible to failure. Banks, like any other bass can go bankrupt. But unlike most other
businesses, the failure of banks, especially varyel ones, can have far-reaching implications.
As we saw during the great depression and moshtlgcguring the global financial crises and
the ensuing recession, the health of the bank mystn trigger economic calamities affecting

millions of people(Temsgen, 2016
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Organizations can't afford to be nonoperational thueegional power outages, cyber-attacks or
hardware failures. Every minutes applications ayglesns are down translates into lost revenue.
Like any other organizations, banks are exposesbtoe kind of risks that can damage their
business in different ways and threaten their satviTherefore, it is vital to develop and
implement contingency plans to prevent the riskyeado recover from disaster and to minimize
the damage when the risk occurs as well. Incidespaonse, disaster recovery, and business
continuity planning are components of contingenleyping (Michael.E.&Herbert.J.,2011).

The discussion of contingency planning begins aithexplanation of the differences among its
various elements, and an examination of the pa@hishich each element is brought into play.
An incident is any clearly identified attack on the organizaoinformation assets that would
threaten the assets’ confidentiality, integrity, amailability. Anincident response (IR) plan
addresses the identification, classification, resgo and recovery from an incident.dfsaster
recovery (DR) planaddresses the preparation for and recovery fromasigr, whether natural
or man-made. Ausiness continuity (BC) planensures that critical business functions continue
(Michael.E.&Herbert.J.,2011)

If a catastrophic incident or disaster occurs, phienary functions of these three types of
planning are as follows:
* The IR plan focuses on immediate response, bheibttack escalates or is disastrous
(e.g., fire, flood, earthquake, or total blackoth process moves on to disaster
recovery and the BC plan.
* The DR plan typically focuses on restoring systamthe original site after disasters
occur, and as such is closely associated with @Ian.
 The BC plan occurs concurrently with the DR planewlthe damage is major or
ongoing, requiring more than simple restorationimdbrmation and information
resources. The BC plan establishes critical busiriesctions at an alternate site
(Michael.E.&Herbert.J.,2011).

In recent years, an increasing number of infornmasecurity incidents have been reported.

Typical incidents include both general and singleppse attacks caused by malware, in addition
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to minor errors with severe consequences. Henganaations need to be prepared to handle
incidents caused by both known and unknown vulnitieb. Several well established standards
and guidelines addressing incident management amdsta number of factors are also involved
in determining how successfully organizations respdo information security incidents
(Hove.G.&Tarnes.M,2013).

2. Statement of the problem and its justification

The 2014 pricewaterhousecoopers Global state afrimdtion Security Survey (2014) claims
that the rate of security incidents detected inpagt twelve months increased by more than 25%
and more than double since 2011. The Kaspersky ZBlbBal Corporate IT Security Risks
Survey (Kaspersky 2013), estimate that the findriosses from security incidents and data

breaches are in the millions of dollars within gast years.

Responding to security incidents is becoming ingirgdy imperative in business environments.
A poneman(2016) study on data breaches reportg&atof attacks involved malicious activity,
25% were due to negligent human factors, and 27%hed business and information
technology process failures. The report goes omdaate that the mean time to identify an
incident is, approximately, 201 days and the mé&aga to contain an incident once discovered is
70 days. The reality is that the effects of a binezan be very destructive to an organization. This
destruction can be experienced in the form or nanseare, system downtime, intellectual
property theft, reducing customer confidence, aacilifating attacks on other organizations
(Grispos et al, 2017).

Banks are one of the huge elements that constihgefinancial system of Ethiopia. They
dominate the Ethiopian financial system with ne®@%p6 share of assets,97% share of deposits,
94% share of loans and advance, and 77% equitye sbérthe financial sector on
average( Nigussie, 2017,p.9). Such a huge finasgelor needs to have a structured way to
continue business and restore operations in thetevea sudden outage. Like any other
organizations, interruptions to information teclogyl system services can have a severe impact

on banks and its ability to carry out its basicdimns. IT resources are essential to most
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business processes and organizations depend ugavmation systems that operate effectively

without serious interruptions. (Susan Snedaker7200

An increasing use of digital solutions suggestd tirganizations today are more exposed to
attacks than before. Recent reports show thatkattget more advanced and that attackers
choose their targets more wisely. Despite preventheasures being implemented, incidents
occur occasionally .This calls for effective andfiogént information security incident
management (Hove.G.&Tarnes.M.,2013) .

According to Grispos et al( 2014), security incidémcreasingly impact organizations, it is
imperative that organizations have the ability noeistigate, report and, ultimately, improve

overall security efforts based on previous secumnitydents.

Several standards and guidelines addressing irtcidanagement exist. Using those standards,
Hove.G.&Tarnes.M(2013), has studied information usig incident management current
practice in three Norwegian organizations, the aeseers described that: As we have only
studied a limited number of organizations, our ltesunot generalizable and thus it would be
interesting to conduct the same study with a largenber of organizations. This can verify

whether our findings apply to organizations in gah§p.112).

Few student researchers in Ethiopia have tried tiaolysinformation security in financial
industries from different perspectives.Kelime(2Q13)e proposed information security
management framework for banking industries in &ila. Another student,Abeselom(2015), he
assessed thatpractice, challenges and prospedisfoomation security policy in Ethiopian
banking industries.Recently,Daniel(2017), has triedstudy the effectiveness of information
security management in Ethiopian financial sectbtis. focus was card banking. Onthe other
hand, among the elements of contingency plan, BECR2R has got some coverage by local
student researchers.Asheber(2017), has tried totifigepotential challenges in relation to
business continuity management.Negussie(2017), shadied about information technology
disaster recovery practices of Ethiopian commefagalks.Whilethe student researchers studied

information security, they haven’t discussed infation security incident management
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practicein their research.DR and BC have beengtumlighe student researchers specifically. but
the third element of contingency, incident respomsén’t get enough attention by the
researchers., literature shows that there is latdcal research that address information security

incident management practice.

Hove.G&Tarnes.M(2013), also mentioned that fewdi&s! of current practices in information

security incident management have been conductsdhek the knowledge of the researcher,
there is no study which is conducted on informatsacturity incident management current
practice of Ethiopian Banking Industries. Therefdhes research is intended to study the current

information security incident management practickeaenk x of Ethiopia.

3. Research Questions

How does Bank X of Ethiopia perform information sety incident management?

What gaps or challenges exist in information ségumcident management at bank x of
Ethiopia?

4. Objective of the study

The general objectiveof this research is to assess the current praoficeformation security
incident management at bank x of Ethiopia usingrivtional standard.

Specific Objectives

» |dentify plans and procedures for information séguncident management at bank x of
Ethiopia.

 Compare standards/frameworks in literature to sed@e to compare current practice
against

» |dentify challenges and successful practices inageng information security incidents at
bankx of Ethiopia in relation to the selected intgional standard.

 Forward recommendation for management to enhanfm@mation security incident

management at bankx of Ethiopia in the future.
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5. Significance of the study

The result of this research will be of great besef the followings.

Banks:. the result will provide banks in Ethiopia withtdié knowledge how they can perform
their information security incident management iimelwith international standard in order to

assure their business continuity.

Other organizations it will also aware other Ethiopian organizatiotes pay attention in

managing information security incidents.

6. Scope of the study

Due to time restriction for this research, thisdstdiocused on bank x of Ethiopia information
security incident management practice. The studgso include disaster recovery and business

continuity plan though both are components of caggncy plan like incident response plan.

7. Organization of the Thesis

This research is organized in five chapters. ludes:

Chapter 1: it introduces the background of infoiorasecurity incident management practice in
financial sectors especially in banks. Moreovedigcusses about business continuity of such
sectors by considering contingency plan, IT digsasteovery plan and information security

incident response.Thechapter also includes stateofetme problem, research questions, and
research objectives,significance of the study aogpe of the study

Chapter 2: in this chapter, literature about infation security management in financial sectors,
information security incident management practicBgrmation security incident response team,
international standards for information securitycidlent management, similarities among
international standards, best practice in infororagecurity incident response and related works

information system viewed and discussed thoroughbrder to explore the topic.
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Chapter 3: this chapter describes the researclgrdesid methodology used. Thus, the chapter
includes, research design, source of data, samgdcignique,datacollection methods, validity,

reliability, data analysis.
Chapter 4: in this chapter, the collected data malyzed, interpreted, described and
discussedbased on the significance of the keyrfgglin light of what was already known about

theresearch problem.

Chapter 5: this chapter concludes the researctpenddes recommendations depending up on

the findings.
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CHAPTER TWO

LITRATURE REVIEW

This chapter focuses on the most important condéptsclarify the issue of the research and it
discusses the major and widely used internatiotahdsrds and guidelinesfor information
security incident management practice.Moreovetedlavorks of this research also reviewed in
this chapter. The following are among concepts Whae discussed here: information security
management in financial sectors, overview of infation security incident, definitions,
information security incidents, information secyribcident management, information security
incident response team, international standardsgardklines for information security incident
management (The ISO/IEC 27035 Standard, The ITdmework and NIST Special Publication
800-61,ENISA,SANS), similarities among the mentwnmternational standards and best

practice methods of security incident responses.

2.1 Information security management in financial setor

Information security management is an ever changege. The need for better services and
functionality must constantly be supplemented bgrgjer security measures to counteract the
risks. Moreover, these security measures must glelyhswift and must be quickly deployed
evolve customers trust. To that end, the finansettor should work very hard towards
addressing this issue and the top management sptayidhe biggest role to fulfill these needs
(Daniel, 2017).

Banks’ability to take advantage of new opportusit@ten depends on its ability to provide
open, accessible, available, and secure networkeobivity and services. Having a reputation
for safeguarding information and the environmenthimi which it resides enhances an
organization’s ability to preserve and increaseketashare (Ula, et al., 2011). To attain this,
management must allocate sufficient resources iy cait day-to-day activities to accomplish
both short-term and long-term information safetyalgo An effective information security

management program needs an appropriate levelsotiree commitment including sufficient
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staff, time, money, information, methods used ifetyaworks, facilities, tools, machines,
etc.(Aksorn and Hadikusumo,2008).

As Smith and Jamieson (2006) explained, the astiygort of top management was ranked the
most important issue and rated number one in pyisurvey. While top management is
ultimately accountable and charged with the taskibfting and supporting important projects
with adequate funding and resources, they cansalpport information security as an important
enterprise-wide function in many ways, includingnding, allocation of human and financial
resources, promotion of buy-in, and stressing tiygortance of security to other groups within
the organization (Kayworth and Whitten, 2010).

Jassal and Sehgal (2013) also points out thatutigue aspect about information security in
banking industry are that the security posture béiak does not depend solely on the safeguards
and practices implemented by the bank; rather é&qgisally dependent on the awareness of the
users. This makes the task for protecting inforamattonfidentiality and integrity a greater
challenge for the financial sectors. Financial itnbns have made, and should continue to
make, efforts to educate their customers. Thus,agement should implement a customer
awareness program and periodically evaluate iectifeness.

2.2 Incident Management Overview

This section provides an overview of common coreepd terms used in incident management

2.2.1 Definitions

In information security incident management there a few terms that need to be defined
clearly. Two such terms are information or compuwtecurity incidents and information or
computer security events. It is important to recogrihese as two terms of different meaning.
The standard ISO/IEC 27000 (ISO/IEC: 2012(E)) dpexihe following definitions:
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Information security: Preservation of confidentiality, integrity andagability of information;
in addition, other properties such as authenti@ggountability, non-repudiation and reliability

can also be involved.

Information security event: ldentified occurrence of a system, service orwoek state
indicating a possible breach of information segugiblicy or failure of safeguards, or a

previously unknown situation that may be securdgvant.

Information security incident: Single or a series of unwanted or un-expectedrinétion
security events that have a significant probabibfycompromising business operations and

threatening information security.

Information Security Incident Response Team (ISIRT) Team of appropriately skilled and
trusted members of the organization that handlésrration security incidents during their

lifecycle.

The guidelines NIST Special Publication (SP) 800-6bmputer Security Incident Handling
Guide (Paul et.al, 2011) specifies the followindjm@ons:

Event: An event is an observable occurrence in a systemetwork.

Adverse event Adverse events are events with a negative comseg such as system crashes,
unauthorized use of system privileges, unauthoremsmkss to sensitive data, and execution of

malware that destroys data.

Computer security incident A violation or imminent threat of violation of ogouter security

policies, acceptable use policies, or standardrgggqractices.

2.3. Information security incident management

Incident management is a collective term that aesep all activities associated with managing
security incidents. Incident management is notictetl to incident handling alone, but includes
activities for the entire incident lifecycle; froplanning, training and raising awareness to

detecting, responding and learning from incidents.
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Various guidelines and standards describe bestipeaand suggest activities for effective and
efficient incident management. It is important tdenthat incident response requires a substantial
amount of planning and resources. Two of the nmapbrtant parts of incident management are
the existence of guidelines for communication andrgization of incidents as well as the use of

an evaluation process to gain experience from pusvincidents. (Paul et.al, 2011)

As part of an incident management capability, omgions should have an incident

management policy, a plan and procedures, all atlwishould be tailored to the specific

organization's needs. Additionally, it is importanthave a planned approach to reporting of
vulnerabilities that have not yet been exploite®UIEC 27035:2011(E)).

Incident management is not purely an IT relatedasss information security incidents threaten
an organization as a whole. Having a well-planned tailored incident management capability
is therefore important for organizations in orderprotect information. Incident management

seeks to prevent, contain and resolve incidents

2.4.Incident Response Team

Having an Incident Response Team (IRT) will aidamigations in responding to incidents more
effectively and efficiently, in addition to providj a structured approach for learning from

previous incidents.

As the various definitions in section 2.1.1 ind&aan incident response team is team that
responds to computer security incidents by progdall necessary services to solve the
problem(s) or to support the resolution of themN[E&A,2008). The team structure, members,

tasks and responsibilities may vary depending gargeations' resources and needs.

NIST recommends having one person in charge otiémti response, taking the role as team
manager. The team manager should act as a liaissenior management and ensure that the
team has the necessary resources, personnel disd Isks recommended that team members

have diverse backgrounds so they can handle difféneidents that occur. The team manager
should assess the situation and assign respotysiloiti incidents to the most appropriate team

member (Paul et.al, 2011).
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Usually teams consist of highly technically skillpdrsons, and teams should have at least one
member with expertise in each major technologieaégory. Good problem solving skills and
communication skills are essential to the team #Hecteve incident response requires
collaboration and coordination within the team ahdughout the organization (Paul et.al,
2011).

The structure of the team may vary. The number feeguency of incidents as well as team
responsibilities should guide organizations' choafeteam structure. However, whenever
justified the ISO/IEC 27035 standard recommendsingava permanent team (ISO/IEC
27035:2011(E)).

Participating in a community of teams will be becef for teams due to collaboration on
standards and procedures as well as information rasdurce sharing. To minimize the
frequency of incidents and to mitigate negativeastpcaused by them, most IRTs do not only
provide reactive services, but may also have atbgponsibilities, such as intrusion detection,

advisory distribution, education and raising awasswithin the organization(Paul et.al,2011).

2.5. Standards and Guidelines inrelation to inform#on security incident
management

Widely implemented standards and guidelines fasrimiition security incident management will

be discussed in this section

2.5.1 The ISO/IEC 27035 Standard
This section explains what an ISO 27035 standardnid the content is, unless specified

otherwise, derived from (ISO/IEC 27035:2011(E)).

Implementing this standard will aid organizationsdealing with information security incidents
properly and mitigate both direct and indirect adeebusiness impact. This standard provides an
extensive and structured approach to incident nemagt by presenting five phases with

recommended activities for large and medium sizgdrazations.

One of the standard's objectives is to provide ginds to aid organizations in meeting the
requirements specified in the ISO/IEC 27001 stashdar
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ThelSO/IEC 27035 standard is a supplement to thglementation guidelines relevant to
incident management that are presented in the E&O2[7002 standard. This standard represents
a code of practice for information security managetrand establishes guidelines for initiating,
implementing, maintaining and improving informatisecurity management in an organization.
The standard is intended to be a starting pointdfareloping organization specific guidelines
and contains 11 security control clauses that ioet-Various security objectives and provide

implementation guidance.

ISO/IEC 27035 divides the incident management @®aeto five phases: 1) plan and prepare;

2) detection and reporting; 3) assessment and idepl$ responses; and 5) lessons learnt.
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Plan and Prepare: This phase is by far the most extensive phasdrarudves many activities.

Individual organizations have to ensure that thmies of resources are proportional to their
needs. Each organization should formulate an imtideanagement policy that reviews current
vulnerabilities, states the need for an incidenhag@ment scheme and identifies benefits for the
organization. Security and risk management polistezuld be reviewed and updated regularly.
The standard highlights the importance of ensucmgmitment from senior management in the
security incident management policy to ensure tigargzation's commitment to resources and

maintenance of an incident management capability.

One of the main activities in the plan and prepphase is to make a detailed incident
management scheme. The scheme should include irepéstms (preferably electronic) and a

classification scale for grading incidents.

Another important activity in this phase is theadishment of the Information Security Incident
Response Team (ISIRT). Organizations should estabind implement required mechanisms of
support for their incident management scheme taabpeefficiently during this phase. This

includes technical tools such as Intrusion Detec8gstems (IDSs) and log monitoring systems

as well as relationships and connections to othgarozations.

All personnel should be familiar with the incidemanagement scheme, when it becomes
operational and be able to recognize its bendfisers' awareness and participation is essential
for the success of a structured incident managerapptoach. It is recommended that an

appropriate awareness and training program is dpedl and repeated regularly as personnel

change over time.

The entire incident management scheme should tedltes verify that the scheme and the ISIRT
work in complex and real situations. After goingotigh this phase, organizations should be

fully prepared to manage security events, incidantsvulnerabilities.

Detection and Reporting: The first operational phase of an incident managgnscheme
involves detection, collection of information aneporting of occurrences of security events,
incidents and vulnerabilities either discoveredhoynans or automated systems. It is important
to preserve information about vulnerabilities amcidents in a database operated and maintained
by the ISIRT. Organizations should implement seégurionitoring systems, Intrusion Detection

System/Intrusion Detection and Prevention (IDS/IR&) antivirus programs to aid the detection
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of security events, incidents and vulnerabilitiesgs from various entities should be analyzed
and registrations of incidents should be made imaident Tracking System.

It is the person first notified about an event tisatesponsible for starting the activities invalve

in this phase. There are several ways a securgntear incident can be detected and thus all
employees should be aware of and have access tuitielines for reporting. There should be
clear procedures to follow for people involved nbdling an incident. All relevant information
should be passed to the Point of Contact (PoC) taedresponsible ISIRT member. It is
recommended that one of the ISIRT members is apgmbithe responsibility for incoming
reports and for making assessments about furtiiemac A reporting form should be specified
to ensure that all necessary and relevant infoonasi preserved and that there is consistency in

the information gathered.

Assessment and Decisiofihis phase includes assessment of informationrdegs security
events and decisions about whether events shoutcebted as incidents. The assessment and
decision phase also includes assessment of infanmagceived regarding vulnerabilities and

decisions of how to handle these in accordance pvihiously agreed actions.

The PoC should use a predefined classificatioresttamake an assessment of security events,
whether they are incidents or false alarms and whpéct they may have on the organization's
core services, information and affected assets.ifitial assessment made by the PoC should be
verified by an ISIRT member. The ISIRT makes decisiabout how the incident should be
handled, by whom and in what priority. To be albledspond to security incidents in an efficient
and effective way, a prioritization process sholbkd conducted based on the level of adverse
business impact and the required effort to soleenthAll information pertaining to an incident
should be recorded in the database by the ISIRmain activity for the ISIRT is to allocate
responsibilities for incident management actions provide thorough and structured procedures

for people involved.
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ResponsesThe third operational phase presents guidelinésaativities for organizations to use
when responding to security incidents. The respa@hgild be in accordance with the actions
agreed in the previous phase. This phase alsoviesalesponding to vulnerabilities reported
either internally or by external parties. As atfisgep, the ISIRT has to deter-mine whether the
incident is under control, and then initiate apprate actions. For situations out of control,
escalation to crisis handling might be necessarthe@ise, response activities including

recovery, proper documentation and communicatiaelevant parties can be started.

The ISIRT should consider which internal and pdgséxternal resources to utilize for optimal
incident response. It is important that every acttmnducted by the ISIRT in this phase is
logged properly and that guidelines are used tarerthorough documentation. Logging will aid
in analyzing how effective and efficient the inaidleesponse process was as well as ensuring
that any possible evidence is not compromiseds lthe ISIRT's responsibility to make sure
affected assets become operational again andtbgtare not vulnerable to the same attacks.
Once an incident has been handled, the case sleuldosed formally by the ISIRT and

recorded in the database.

Lessons Learned The final phase starts after an incident has eesolved and/or closed and
focuses on analyzing whether the organization'sdémt management scheme worked
successfully. During this phase improvements agatiied and implemented. One of the main
activities is reviewing how effective the entireitlent management process was in responding
to, assessing and recovering from the incident.rt8bimings and improvements in policies,
procedures, security control implementations, reipg formats and risk assessments should be
identified during this phase. Improvements may fopléemented immediately or incorporated
into future plans. The ISIRT should make sure improents are made to the entire system and

not only the affected parts.

The lessons learned phase has many iterative teegiviAn essential post-incident activity is

documenting incidents properly as well as ensutivag the incident trend analysis is accurate.
Sharing experiences with trusted communities anthess should be done on a regular basis,
regardless of whether incidents occur internallgviBws, trend analysis and testing should be

performed frequently to improve the incident mamaget scheme over time.
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2.5.2. The ITIL Framework

Information Technology Infrastructure Library (ITils a framework and a source of good
practice for service management that is alignedhwibhe ISO/IEC 27000 standard
(Hove.G&Tarnes.M, 2013). This section gives a bimfoduction to the ITIL framework,

focusing on the parts related to incident managénaea the content is, unless specified
otherwise, derived from (Ernest et al, 2012). Thénitions presented in this section are directly

retrieved from (Ernest et al, 2012).
To describe service management, the ITIL framewsss the following definitions:

Service A service is a means of delivering value to coss by facilitating outcomes that
customers want to achieve without the ownershigpetific costs and risks.

Service ManagementService management is a set of specialized azgaanal capabilities for

providing value to customers in the form of sersice

The specialized organizational capabilities incltige processes, activities, functions and roles
that a service provider uses in delivering servigée ITIL framework is generic and is meant to

be useful for any type of organization. It descsilaeset of functions and processes that can be
implemented in order to be able to perform sermemagement. The terms function and process

are defined in the following ways:

Function: A team or group of people and the tools theytasmarry out one or more processes or

activities.

Process A process is a structured set of activities desigto accomplish a specific objective. A
process takes one or more defined inputs and thers into defined outputs. A process may
include any of the roles, responsibilities, toofgl ananagement controls required to reliably
deliver the outputs. A process may de ne policésndards, guidelines, activities and work

instructions if they are needed.
This section describes processes and function®deia incident management.

Availability Management: Availability management is essential for an ofgation and is
primarily a proactive process, In addition to aiti®s such as preparing and maintaining an

availability plan and monitoring.
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Availability levels, this process includes assigtimvestigation and resolution of availability
related incidents and problems. The latter is &tnea part of availability management. This
process is related to other processes includingefVice continuity, information security, and

event, incident and problem management.

IT Service Continuity Management This process is concerned with key systems irethent
of a failure. The purpose of the process is to enguat IT resources, systems and services can
be restored within agreed timescales in the eveatmajor incident. The process is related to

avail-ability and information security management.

Information Security Management This process is concerned with enforcing the sBcu
policy. The system in place for this is the ISM$ieTsecurity policy in an organization is
something everyone should have access to and he afvdnformation security management is

related to availability, incident, problem and Birgce continuity management.

The Service DeskThe service desk is a function. One of the preegshe service desk carries
out is incident management. The service desk shHmiltie single point of contact for IT users in
an organization. This means that if users wishow ihcidents or report events they should
contact the service desk. The service desk is Wreepof incidents throughout their lifecycle,

regardless of who is working on the incident. Thagpuld be trained to obtain the skills needed

in order to perform incident management as effetgiand efficiently as possible.

Incident Management This is the process for dealing with incidents. iAcident is defined as
being an unplanned interruption or reduction inliggaf an IT service. An incident can also be
the failure of a configuration item that has natiyepacted service. Hence, incident management
includes both incidents where service has beeruglisd or where service has not yet been
disrupted. Each organization should have its owfinidien of a major incident. Large

organizations may havededicated teams availablet@4iandle major incidents.

In the incident management process resources lai@d to minimize and mitigate the impact
of incidents and service unavailability in line wibusiness priorities. The main objectives are to
restore service as quickly as possible in additohmit adverse impact on business operations.
Incident handling may reveal areas that are in rdeidhprovement. Organizations can adopt
incident models, which are methods for handlingugeoof similar incidents. If the incident turns

out to be major, the major incident process iddted. The incident handling may also need to
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be escalated. Functional escalation is when thaecgedesk is not able to resolve the incident or
when they have not been able to resolve it witlia target resolution time. Hierarchical
escalation is when the problem of a specific incideithin the IT organization and also within
business areas needs to be raised. All incided teebe investigated and diagnosed in order to
subsequently be resolved and closed. The incidamagement process is closely related to the

problem management process.
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Problem Management The problem management process concerns analiyie root cause
as well as resolving problems. A problem is defiasdeing the cause of one or more incidents.
The process is both proactive and reactive andsdegrevent problems and incidents as well as
reduce the impact of those that cannot be preveriited problem management process is
illustrated in figure 2.1.The figure shows the was inputs to the process. It is important to log
all details of the problem. All problems need to desegorized and prioritized. The problem
needs to be resolved as soon as a permanent xailsld® and subsequently closed. If the
problem is major, a major problem review must beduwted.

Event Management The event management process handles normal gesssad detects,
escalates and reacts to exceptions. An event caridyenational, a warning or an exception. The
event management process is similar to the incidemtagement process and should ideally be

automated. Some events are triggers for the inti@enagement process.

2.5.3 NIST Special Publication 800-61

This subsection gives an introduction to the guimdeNIST SP 800-61 and the content is,
unless specified otherwise, derived from (Paull,eR@11). This publication aims to assist
organizations in mitigating risks from computer @y incidents by providing guidelines on

how to respond to incidents effectively and efiintig.

NIST SP 800-61 describes the four phases of intidesponse; preparation, detection and
analysis, containment, eradication and recovery@sd-incident activity. The phases and the

relationship between them are illustrated in figu2
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Figure 2.2: Incident Response Life Cycle (Paulg2@11)

Preparation: This phase includes establishing an incident aesp capability as well as
preventing incidents. The latter is not typicalbripof the IRT's tasks, but it is fundamental te th
success of the organization's incident responsa. lHrge number of incidents occur, it may
overwhelm the IRT. To prepare for incidents, theident handlers should have tools and

resources such as contact information, incidenortefy mechanisms, issue tracking system,

digital forensic workstations and digital forensiftware.

Detection and Analysis Organizations should prepare to handle any typencdent. A

classification of incidents can be used as a basisncident handling. The guideline focuses
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onall kinds of incidents and does not address Bpecident categories. A challenge related to
incident handling is to detect the incident andedatne the potential impact the incident may
have. The actual detection may be the hardestgbanicident handling. The guideline defines
two types of signs of incidents; precursors andcetdrs, with indicators being the most
common. These are defined in the following way: ikqursor is a sign that an incident may
occur in the future. An indicator is a sign that iacident may have occurred or may be
occurring now." Common sources for precursors amticators are Intrusion Detection and
Prevention Systems (IDPSs), antivirus anti-spartwswé, third-party monitoring services, logs,

people and information on new vulnerabilities ardleits

A challenging part of this phase is the analysés,to determine which indicators and precursors
are legitimate, if they are really related to acident and what has actually happened. When the
team believes an incident has occurred they shioyltb determine the scope. All steps taken
should be documented and time stamped. It is irapbtd note that any such documentation can
be used in court. The IRT should maintain a daglwastaining information about incidents,
such as status, indicators, related incidents anidres taken by the incident handlers. It is
important to prioritize incidents and to handlenthaccordingly. Factors that can be used as a
basis for prioritization include the functional iagi of the incident, the information impact of
the incident and recovery from the incident. Whan frioritization is performed, the IRT should
notify the appropriate people. It is important tave procedures regarding who these people
should be.

Containment, Eradication and Recovery Containment is obviously an important part of
incident handling. The existence of strategies mratedures for containment is helpful. These
strategies and procedures are different for diffetgpes of incidents. Gathering and handling of
evidence are part of this phase. For some incidenatdication is necessary and it is sometimes
conducted during recovery. Eradication can incldééeting malware and disabling breached
user accounts. Recovery consists of restoring syste normal operations and in some cases
eliminating vulnerabilities that could cause similacidents. The guideline does not offer

specific recommendations for eradication and regoas these are often OS specific.

Post-Incident Activity Learning and improving akgot of the most important parts of incident
response. It is recommended to hold a lesson léammeeting after each major incident and

periodically after minor incidents. One meeting Idoyotentially cover several incidents.
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Lessons learned meetings should generally focus\aaling shortcomings as well as what was
successful. The desired result is that the org#oizawill be better equipped for the next
incident. Often, incident response policies andcedores are updated. Areas these meetings
should focus on are how well the staff performedether documented procedures were
followed, if procedures were adequate and how médron sharing with other organizations
could be improved to prevent similar incidentsha future.

Potential corrective actions and potential addéldools and resources should be reviewed. Both
people involved in the incident(s) in question @edple needed for future cooperation should be
included in these meetings. A follow-up report tpatvides a reference that can be used when
handling similar future incidents should be createther post-incident activities include the use

of collected data for risk assessment, measureprexcxesses to determine the success of the

incident response team and audits of incident respprograms.

2.5.4. ENISA - Good Practice Guide for Incident Maagement

This guide is developed by the European Network lafarmation Security Agency (ENISA)
and provides a description of good practices faust incident management. The content is,
unless specified otherwise, derived from(ENISA, P0IThe focus of this guide is IT and
information security incidents. It specifically addses the incident handling part of incident
management. The incident management and incidemwliihg processes are illustrated in figure

2.3. The incident handling process has four majonmonents, as shown in the figure.

Detectiont The CERT can receive incident reports from vagisaurces. This guide recommends
using e-mail as a communication channel as peomepthis. Additionally, it recommends

using monitoring systems in addition to reportst $8nothers. Detection includes registration of
incident reports in an incident handling systemisTstage is a good place to implement
profiteering mechanism for incident reports. Thgis&ation process could include the use of an

incident report form.

Triage: This stage consists of the three phase’s vetidisainitial classification and assignment.

During these phases the following questions shbaldnswered:

Is it really an IT security incident? What is timepact?

24 |Page



Is there collateral damage?

How many people do you need to handle this inciélent

Which incident handler should be appointed to tteedient?

Incident Management Incident Handling

Figure 2.3: Incident Management and Incident Hargd(ENISA, 2011)

The verification phase seeks to answer the firsstjan. It is however recommended to respond
to and archive all reports, even those not defiagdnformation security incidents. They may
include information relevant to other incidents motentially lead to an incident. After an

incident report has been verified the incident $hdoe initially classified according to a

25| Page



classification schema. The last part of the trisgenponent is to assign the incident to an

incident handler.

Analysis and Incident responseThese components are illustrated by figure 2hve dycle may
need to be iterated several times. To perform datdysis there should be collected as much
data as possible. Prior to the collection, all imed parties should be notified. Sources for data
collection could be an incident reporter, monitgrsystems, a referring database and relevant
log les. The collected data should be used tootrgetermine the source of the incident. Prior to
the data analysis, decisions about what data ttyzmand in what order must be made. During
the analysis, people will often exchange ideasabs#rvations as well as draw conclusions. This
belongs to the resolution research. It is recomménd advise team members to write down any
observations that can be discussed in review ng=etifihe action proposed part consists of
preparing a set of tasks for each party involvelde &action performed should be monitored,

where possible. The main goal for all actions ese¢hadication and recovery

ERADICATION
AND RECOVERY DATA ANALYSIS
ACTION RESOLUTION
PERFORMED ki

ACTION
PROPOSED

Figure 2.4: Incident Resolution Cycle (ENISA, 2011)

When you have left the incident resolution cyclere are still tasks to perform. The incident
needs to be closed properly. Each involved pargdaeo be informed that the incident is

resolved. The classification of the incident shcaddrevisited and a final classification should be
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performed. The classification could have been r@dsduring the resolution cycle as well. It is

recommended to have taxonomy and to classify imt&di® accordance with it.

After an incident has been resolved or closed a&g@ualysis should be performed in order to
learn from the incident. It is also recommended tooanalyze all incidents, but only the most

characteristic and complex ones and those thatdeahew attack vectors.

Incidents should be reported to the managementaddition to specific issues, the daily
operations should be reported, including costsitipesresults, plans and risks. This will save
time and resources in situations where you needntheagement's operational or financial

support and

2.5.5 SANS: Incident Handler's Handbook

This section gives an introduction to SANS' Incidelandler's Handbook and the content is,
unless specified otherwise, derived from (Patrickle2011). The purpose of this document is
to provide sufficient information for IT professials and managers to create incident response
policies, standards and teams for their organinat®ix phases of incident management are
described and recommended to be followed in segquasaeach phase builds on the previous

one.

Preparation: This is the most crucial phase as it determiroeg Well the incident response team
will be able to respond to security incidents. Dgrthis phase, several key elements should be

implemented to avoid potential problems while regpog to security incidents.

Organizations should develop a policy stating thganization's principles, rules and practices.
After the establishment of a security policy, ongations should develop a response plan with a
prioritization of incidents based on organizatiomalpact. Having this prioritization scheme

could aid in obtaining necessary resources forder management by ensuring commitment
from senior management as they will better undedstask and business impact. It is also
recommended to have a communication plan so thpomss process is not delayed by
uncertainty of whom to contact in unexpected situst These plans should also state when it is

appropriate to contact law enforcement.
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Documenting incidents is beneficial for organizaio A thorough documentation is useful for
lessons learned and might also serve as evidergeiifcident is considered a criminal act. The
establishment of a Computer Incident Response TEART) is part of the preparation phase. It

is vital that also their activities are documenpeoperly.

Identification The first step of this phase is identification s#curity events by detecting
deviations from normal operations within the orgation. This is followed by a decision of
whether the event is categorized as an inciderga@zations should implement various tools to
gather documentation about events, such that intsdend patterns can be identified. Examples
of such tools include IDSs, firewalls and log fil@ypically, incidents are reported to the CIRT

that decides the scope of the incidents and hawaoee forward.

Containment: In this phase organizations try to limit the damand prevent further damage
caused by security incidents. It is recommendedstbate compromised systems to avoid
escalation. An easy measure could be to discomffected parts of the system.

Several steps are necessary for a successful maiegponse. The first step is called short-term
containment and is concerned with limiting the dgenay implementing short-term but effective
measures. The second step is concerned with egsproper back-up of information before

system resources can be restored.

The final step is called long-term containmentamebives removing alternations made by an
attacker, installing security patches and limitiagher escalation of the incident.

Eradication Affected assets and systems are restduzing this phase. To avoid similar
incidents in the future, defenses should be impto@ontinuous documentation is important in
this phase to ensure that proper steps were takprevious phases in addition to determine the
overall impact on the organization. It is recommehthat all affected systems are scanned with

anti-malware software to ensure that all potemditdnt malware is removed.

Recovery Activities in this phase include bringing affected systeraskbinto operation and
preventing future incidents caused by the samel@molas previous incidents. Other activities

are testing, monitoring and validating systemsrnsuee they are not re-infected.

Lessons Learned The final phase's main objectives are to leaomfincidents to improve the

CIRT's performance and to provide material to aiduture incident responses. An important
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activity is to hold a post-incident meeting thatrsoarizes the incident management process.
This phase evaluates an organization's incidentageanent procedures and identifies areas of

improvement.

2.6 Similarities among Incident Management Standarsl

The standards and guidelines have a number of asitres and have chosen to divide the
incident management process into several phasest Mahem describe a preparation phase,
where an incident management capability is builf. & the standards and guidelines have
phases for detection, analysis and incident regsyrmit the structure of these phases varies. All
of them highlight lessons learned activities, etleough not all describe a separate phase for
this. ISO/IEC 27035 “Information security incidananagement” (ISO, 2011) and NIST Special
Publication 800-61 “Computer Security Incident Hamgl Guide” (Cichonski et al.,2008) stand
out as two of the main standards and guidelineata@l to information security incident
management (Anne.l et al,2014). Both offera stmactuapproach to incident management,
including planning and preparing for incident resp® what to do when incidents strike, and
how to extract lessons learnt afterwards. SANS I(Kt@11) and ENISA (ENISA, 2010) have
also provided guidelines for incident handling, gthresemble the structure offered by ISO/IEC
and NIST. The guide from SANS is quite short andtams just an overview of which activities
belong to each phase. ENISA has excluded the @atpas phase and just focused on the
activities performed by a response team in casanoincident. ITIL (Brewster et al., 2012)
describes the incident management process as ttngsi$ six components; Incident detection
and recording, Classification and initial suppdrnyestigation and diagnosis, Resolution and
recovery, Incident closure, and Ownership, momigriracking, and communication during the
progress of the incident handling. Activities rethto planning and preparations are included in
other parts of ITIL and hence not presented as gfattie incident management process itself.
FIRST provides a couple of guidelines on how tolgetan incident response team within an
organization. These are specifically concerned wiimning and preparations, and do not cover
the complete incident management process. CERT/&Critbes comprehensive guidelines for
establishing and operating an incident respongsa teaheir CSIRT handbook (West-Brown et
al., 2003). Furthermore, they describe their CERTIGcident Handling Life Cycle process.
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This resembles the processes described by ISO/HECNAST; an incident is detected and
considered in a triage before a report is generdteein there are the states of analysis, obtaining
contact information, providing technical assistaraned coordinating information and response,
before the incident is finally resolved. The magtommendations of ISO/IEC and NIST are
similar. The ISO/IEC 27035 standard stands outhasmost recognized, as it is developed by
international consensus by experts worldwide(Anaedl,2014).Therefore it is worth noting that
the guidelines presented are developed by singlanazations, whereas the ISO/IEC standards
are developed by groups of experts from all overwlorld. The development and approval of
the ISO/IEC standards are extensive processesmaatty contributors and should therefore be
widely accepted (Hove.G&Tarnes.M, 2013).Hence, IEO/27035 is used as analytic frame in

this research.

2.7. Best-Practice Methods of Security Incident Rpsnse

Security incident response refers to the proceswhigh organizations engage dedicated or ad
hoc teams to identify and treat information seguiiicidents (West-Brown, 2003; Wiik et al,
2005). Depending on the scope of the team, theybearither technical or multidisciplinary,
featuring members across a variety of businesslin@ancing a range of skills that may include
the technical, diplomatic and organizational (Myrr2007). The formal process of security

incident response is summarized in Figure.2.5
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2.5.The Incident Response Process (Mitropoloug 2086)
The phases of this process in figure 2.5, are exgafan the following table 2.1
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Phase Description

Preparation | The preparation phase is where preventative measures such as security policies and threat
models are established. A 'response kit'is built, featuring tools that will be used (o assist during
an incident, such as USB jump drives, laptops, software, stationary and cabling

[dentification | Identification procedures are engaged, determining whether an incident exists. The incident
should be validated, the scope and potential impact determined and how the incident occurred.

Containment | Containment prevents incidents from worsening. Two key objectives are the prevention of
further contamination of the system and the preservation of evidence for potential future legal
proceedings.

Eradication | Eradication activities clean up after the incident for example removing attack vectors from
systems.

Recovery | Recovery restores the system back into regular organisational use, though with monitoring and
involvement from business heads o ensure that the system operates smoothly.,

Follow-Up | The incident response team will validate and improve the incident handling process. This will
involve the completion of incident reports, presentation of these reports to management,
improvement of the incident response process from technical and managerial perspectives and
{0 define a strategy and plan for implementing these changes.

Table 2.1: Incident Response Phases (Northcutg8)199

2.8. Related works

Researches has been done by scholars from abrgaddiry assessment of information
security incident management practice in differerganization using ISO/IEC standard and
guideline. Some of them are discussed in the fotiguable 2.2.
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Author Objective Methodology Key finding Observeabg
Hove and TarnesAssessing currentinterviews Employees in our Although the
,2013 practice of| Document survey seem to haveresearchers
information study an overall positive focused in all
security incident Survey attitude towards five phases o
management awareness information
practice campaigns security
management
Findings from| guidelines
Organization Al which is
showed that theirprovided by
information ISO, they did
classification is notnot make in
satisfactory depth study fof
each of the
phases equally|
Maria B. Line| To examining the Interview Training for| They only
and suitability of information security focused on
EirikAlbrechtsen | industrial safety incidents is  not plans,
management prioritized compliance,
approaches fo and situationa
information Post-incident adaptation;
security incident evaluations are nattraining; and
management performed learning from
incidents
Maria B.| To survey current interview Detection
Line,2014 practice for mechanisms are
information insufficiently
security incident applied
management.
The absence df
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major incidents
limits  preparatory
activities
Outsourcing reduce
preparatory
activities.

Training for

information security

incidents is  notf

n

prioritized
These
Maria Interview Detection researchers
Line,2015 To survey current mechanisms are also  didn'’t
practice for insufficiently focus in all
information applied five phases
security incident of ISO
management. The absence df guideline.
major incidents
limits  preparatory
activities
Outsourcing reduces

preparatory Training
for

information security
incidents is  nof

prioritized activities

Post-incident

J
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evaluations are nd

performed

To  understand observation Outsourcing reducesThey didn't

Maria B. Line| challenges met preparatory activities focus in all

and Nils Brede during five phases

Moe,2015 preparedness Post-incident of ISO
exercises evaluations are naqt guideline.
for information performed
security incidents
in order to
provide
recommendations
for future
exercises.

Grispos,et.al To present thénterview Security incident Their focus
security incident response criteria was only in
response criteria, preparing

security
incident
response
criteria.

Shedden, et.al, | To explore| Focus group Response to The focus of

2011

organizational
learning

concepts.

incidents is largely
informal.

A need for a new

incident respons
model that
incorporates
informal learning
practice.

these
researchers
were also

2 only on the
single phase
of incident

management.
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Welinger ,et.al. | To determine Interview Practitioners  oftenThis research

2007 what skills,tools used pattern also didn’t
and strategies recognition and cover all phase
were required to hypothesis of incident
manage and generation  during management
handle security the analysis  of practice.
incidents. security incidents.

Table2.2. Related works.

As it is shown in the above table2.2, researchave ltried to assess current practice
ofinformation security incidents in different orgzations and they have identified

gaps in relation with international standard.

Hove and Tarnes (2013)has studied the three Noamegimpanies and they identified that all
had incident management plans in some form. Thisidled plans and guidelines for handling
(specific types of) security incidents, establishegtines, incident management handbooks for
the incident response team, and plans for commumicaduring incidents. They also
emphasized that, for organizations with distributedanizational structures there are many
sources of information hence knowing how much imfation to share can be difficult more
over they have identified that in cases where I&rapons are outsourced, collaboration during
incident management is even more challenging. Eviaor incidents can be problematic if all
assume the incident to be someone else's respagsibithough the researchers focused in all
five phases of information security managementgjuids which is provided by ISO, they did
not make in depth study for each of the phaseslligqol top of that their study bases the
organizational culture of those three Norwegian pganies under their study. These calls for
Maria B.Line and

further study in the area, hence generalization irgossible.

EirikAlbrechtsen have tried to examining the suitgb of industrial safety management
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approaches for information security incident mamaget, but they only focused On plans,

compliance, and situational adaptation; training] Eearning from incidents.

Line and Nils (2015) has also researched challemgeisduring preparedness exercises for
information security incidents in six power indusst They have used observation as a data
collection instrument and they have identified tbatsourcing reduces preparatory activities

and post incident evaluations are not performe@s&hresearchers also didn’t focus in all five

phases of ISO guideline.

Security incident response criteria were researdmedGrispos et.al. They have used an
empirical research with a data collection methddrinew. Their focus was only in preparing
security incident response criteria. These reseasclpointed that there are fundamental

problems with existing security incident responsgpss solutions.

Other researchers, Shedden, et.al.(2011), conduztedsearch to explore organizational
learning concepts. They have used a focus groupadéb find out that response to incident is
largely informal. They have highlighted that theed®f a new incident model that incorporates
informal learning practice.The focus of these red®@ars were also only on the single phase of

incident management.

An exploratory study that investigated the secuiitgident activities of practitioners was

conducted by Welinger, et.al.(2007). They have ustmview as a method of data collection.
The objective of their study was to determine wdialls, tools and strategies were required to
manage and handle security incidents. The resolvetl that practitioners often used pattern
recognition and hypothesis generation during theyars of security incidents. This research

also didn’t cover all phase of incident managenpeattice.

Hove.G.&Tarnes.M(2013), also mentioned that, eveugh, few studies of current practices in
information security incident management have bemmducted, generalization is not possible
for all organizations. Hence, it is vital to studyformation security incident management
practice in different organizations. As per the \kfexige of the researcher, information security
incident management practice is not studied locallyfinancial industries like banks. This
research is intended to investigate the curreotrindtion security incident management practice
at bank x of Ethiopia
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2.9 Chapter Summary

The fundamental concepts related to informatiorusgcincident management practices, has
been discussed thoroughly in this chapter. Guidsliand international standards to assess
information security incident management practise @resented. It is noticeable that, scholars
are paying attention for the issue of assessirgynmdtion security incident management practice
in literature. On top of that this chapter hightiggh that,among internationally accepted
guidelines and standards for assessing informasecurity incident management practice,
ISO/IEC 27035 appeared being powerful as it is el extensively by experts from different
corner of the world ISO. Due to this reason mosthef researchers in literature applied it to
assess the current practice of information secumitident management of different companies

and indeed this research relies on it as well.

The next chapter deals about the methodology asigref theresearch.
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CHAPTER THREE

RESEARCH DESIGN AND METHODOLOGY

This chapter describesthe research design and dwtgy which is intended to meet the
objectives of this research. Thus, the chapterudses the research design and techniques used
toanswer the research questions. It covers thanmdsenethodology, data collection methods,

and data source, validity and reliability anddatalgsisissues.

3.1 Research Design

A research design is a plan used as a guide ieatimly and analyzing research data for the
studyto be conducted. It describes the methods tsedllect and analyze the data that helps
toanswer the research question. Hence this resesrghalitative and exploratory in nature
which intended to assess the current practicefofrimation technology incident management at
bank x of Ethiopia, it usescase study

3.1.1 Qualitative Research

In order to satisfy the objective of this researahgqualitative research was held. The main
characteristic of qualitative research is thasitriostly appropriate for small samples, while its
outcome is not measurable and quantifiable. Itsckamdvantage, which also constitutes its basic
difference with quantitative research, is thatffers a complete description and analysis of a
research subject, without limiting the scope of tlesearch and the nature of participant’s
responses (Collis and hussy, 2003).There are soifferedces between quantitative and

gualitative approach inresearch methodology.
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Qualitative Quantitative
Focus Quality (features) Quantity (how much,numbers)
Philosophy | Phenomenology Positivism
Method Ethnography/Observation Experiments/Correlation
Goal Understand, meaning Prediction, test hypothesis
Design Flexible, emerging Structured, predetermined
Sample Small, purposeful Large, random, representation
Data collection | Interviews,observation, Questionnaire, scales, tests,
documents and artefacts inventories
Analysis Inductive ( by the researcher) Deductive (by statistical methods)
Findings Comprehensive,description Precise, numerical
detailed holistic
Researcher | Immersed Detached

Table 3.1: Differences between qualitative and tjtedive research
(Adapted from Potter, 1996)

In ICT, both methods play a significant role inifé@tingthe entire research process and leading
to desirable results or outcomes.A researchemwiaya the main in data collection and analysis in
qualitative approach, compared to questionnaireests in case of quantitative approach.
Qualitative method also involves field work whereesearcher must participate in the setting
especially for observation and interviews with @sgents of the research topic. Qualitative
research adopts the inductive approach. Such aochétlconducted due to lack of theory related
to the research topic that is unable to explainhanpmenon convincingly. A qualitative

approach also focuses on process and understabds®ed on rich description of body of

knowledge.However the effectiveness of qualitatesearch is heavily based on the skills and

abilities of researchers, while the outcomes mal b perceived as reliable, because they
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mostly come from researcher’'s personal judgment$ iaterpretations. Because it is more
appropriate for small samples, it is also risky foe results of qualitative research to be

perceived as reflecting the opinions of a widerydation (Bell, 2005).

3.1.1.2 Case Study

A case study is an empirical inquiry that inveségaa contemporary phenomenon in depth and
within its real-life context. It relies on multipources of evidence and benefits from the prior
development of theoretical propositions to guideadallection and analysis. Case studies are
well suited for development of detailed, intenskrewledge about a single case, or of a small
number of related cases moreover it focuses inecopbrary events and it is applicable to real-
world organizations (Robert.K.Yin, 2009),which isheve the focus of this study is. Yin
described that the applicability of case studyetsearch questions in a form of How & Why and

were thus chosen as the preferred research strategy

3.1.1.3 Analytic Frame ISO/IEC 27035

ISO/IEC 27035 describes information security inotdenanagement process. According to
ISO/IEC 27035 “Information security incident managst” (1ISO, 2011), information security
incident management process comprises of five ghBse first phase runs continuously, as
opposed to the next four, which are triggered leydbcurrence of an incident. Plan and prepare
includes activities such as establishing a dedicatesponse team, defining roles and
responsibilities, documenting procedures, and itrgirof personnel and awareness raising
activities regarding incident management throughloetorganization. Detection and reporting is
the first operational phase of incident managemmehtavolves detection of what might be an
incident and reporting into an incident trackingsteyn. Deciding what kind of response is
needed to cope with the registered event belonghecAssessment and decision phase. The
Responses phase then describes the actions takepdowith the incident and prevent further
consequences, restore systems, collect electronderee, and possibly escalate to crisis
handling. The final phase, Lessons learned, is wthenteam analyzes whether the incident
management scheme worked satisfactorily and corssidleether any improvements are needed
on any level: the scheme, policies, proceduresurggc mechanisms, or similar. The

improvements are then implemented as part of theiramusly running phase of Plan and
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prepare. Similar recommendations are described B Mnd ITIL, as well. Existing standards
and recommendations in the area of incident managemrovide a useful baseline for
organizations about to implement their own schemeaking for inspiration for improvements.
The ISO/IEC 27035 standard stands out as the nmxignized, as it is developed by
international consensus by experts worldwide(Anee¢.bl,2014).Hence ISO/IEC 27035is the
most comprehensive guideline for information sdguricident management, it used as a basis
in this research, to investigate the current pcactif information security incident management

at bank x.

3.2Research Approach

The research approach that was followed for thegme of this research was the inductive one.
This approach let the researcher to begin with ipembservation, which is used to produce
generalized theories and conclusion drawn fronrésearch. The reason for accepting inductive
approach was that it takes into account the comtbetre research effort is active, while it is also
most appropriate for small samples that producétgtige data. However, the main weakness of
the inductive approach is that it produces germgdlitheories and conclusions based only on a
small number of observations, thereby the religbitif research results being under question
(Denzin and Lincoln, 2005)

3.3 Data Collection Method

Among the qualitative data collection methods féxdace semi-structured interview E-mail
interview were used., in order that the informatismricher and has a deeper insight about the
subject of this research more over interview is1iseebeing one of the most important sources of
information in a case study (Robert.K.Yin, 2009)regasonable number of interview questions
were open-ended so that respondents can have a&echanprovide additional and detail
information. Interview questions were adapted fr@am international information security
incident management standard and guideline, ISO/EHO35.After conducting interviews
internal documentation requested from participaat tvould assist the researcher in collecting
synthesizing and cross- referencing responses (&tieschhein, 2003).Because of bank x’s

security policy and confidentiality reason the eesber couldn’t access those documents.
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3.3.1. Qualitative Interviews

Qualitative interviews are a well-known and powerfaol for information collection in
gualitative research (Myers.D& Newman.M, 2007). ylalow for the researchers to view the
phenomenon from the interviewees' perspective amerstand why and how they got that
particular perspective (Cassell.C&Symon.G, 2004)nTeet this objective, qualitative interviews
were driven by open questions, a low degree ottitra, and a focus on specific situations and

experiences made by the interviewee.

3.4 Data Source

The method of purposive sampling was used to ifletkie data source of this research.
Purposive sampling belongs to the category of rmobgbility sampling techniques, sample
members were selected on the basis of their kn@glectlationships and expertise regarding a
research subject (Freedman et al, 2007).The taagmilation of this research was IT staffs who
were working at bank x’s head office. But for tBgecific research, the researcher identified the
participants based on their current role, which weated to the issue of this research. Hence,
the participants of this research for in persoreriiew were 4 managers from different IT
departments: information system security managégstructure and application manager, ATM
and e-payment manager and the security operatioterceeam leader. Participants for e-malil

interview were: 9 cyber-attack analysts who workexturity operation center of bank x.

3.5 Validity and Reliability

Validityin research is concerned with the accuraoyd truthfulness of scientific findings
(LeComple and Goetz 1982: 32). Avalid study shodduinonstrate what actuallyexists and a
valid instrument or measureshould actually measurat it is supposed tomeasure. There are
many types of validity and many names have beed tesdefine the different types of validity.
Campbell and Stanley (1966) have defined two mfajons of validity that encompass the many
types. They refer to "internal” and "external" dély. Denzin (1970) used the distinction
between internal and external validity and applied qualitative research. Internal validity is
the term used to refer to the extent to which nefedindings are a truereflection or

representation of reality rather than being theaf of extraneous variables. External validity
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addresses the degree or extent to which such espet®ns or reflections of reality are

legitimately applicable across groups.

Validity issues need to be considered when desjgairresearch project and evaluated when
analyzing the credibility of research results. Garg validity concerns whether a study
measures what it sets out to measure (Robson.Q,2Bdth interviewees and the researcher may
be biased, either consciously or unconsciously féDieach.T). Bias may be overcome by a
number of strategies, such as triangulation andlmeemhecking. Data triangulation means using
several methods for collecting evidence, such a®nirews, document analysis, and
observations. This allows for studying a phenomeinom different perspectives and increases
data quality (R.K.Yin,2009).Member checking invaveeturning data material to the

respondents for review and shows that their comtiobs are valued.

Reliability is concerned with the consistency, 8igland repeatability of the informant’s
accounts as well as the investigators’ ability elect and record information accurately (Selltiz
et al 1976:182). It refers to the ability of a r@s#n method to yield consistently the same results

over repeated testing periods.

In order to reduce risks to validity and relialyilnf this research, the researcher performed the
following tasks:

* So as to eliminate the researcher effects, FietiMorse recommended that researchers
undergo extensive and rigorous training as intergis and observers before undertaking
gualitative study. The researcher of this study exgsosed herself for several online and
face to face trainings about the subject of thiseaech. The researcher practical
experience about the subject of this research wag elpful to move from untrusted
stranger to a trusted and friendly person duriegrésearch process.

* To reduce sample bias, sample selection was basédecability of the respondents to
provide data relevant to the research questions.rébearcher judgment based upon the
best available evidence to choose interview paditis who know enough was applied.

* The researcher clarified the nature of the resetochhe participant of the interview.
There was a discussion between the researcheraghdéthe interviewee 2 days before
the interview conducted. During the discussionipigdnt were able to understand why

the research conducted in their bank, how the dallected, and for what purpose it
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used. Hence, it was possible to build a trust-i@tahip among the interviewees and the
researcher.

» Because the subject of this research is sensitieanterpersonal context under which the
data gatheredwas taken in to consideration by ésearcher. Particular attention to
confidentiality had paid. Interview conducted aink x offices after making sure that
both the researcher and the interviewees werexpuised to be overheard by others in
the environment.

* Analysis and findings of this research was senteviail for the face to face interview
participant of this research. Three of them revebvand returned it in time. The
researcher took their review into considerationdtidate the findings.

» Face to face interview and survey as e-mail ineavwvas data collection tools and used

as a means of triangulation.

3.6. Data Analysis

Data analysis allows linkage to be established éetwthe research object and the outcomes

regarding the original research questions (Pagkb?).

Content analysis was used to analyze the data wiashgathered from face-to-face interview
and survey. According to Moore and Mc Cabe(2008)s Ts the type of research whereby data
gathered is categorized in themes and sub-therness $o be able to be comparable. Content
analysis gives the ability to researchers to simethe qualitative data collected in a way
thatsatisfies the accomplishment of research dbgsct However, human error is highly
involved in content analysis, since there is thek fior researchers to misinterpret the data
gathered ,thereby generating false and unreliadsielasions(Krippendorff and Bock,2008).

Tape recordings of interview were transcribed andhas passed through several phase of
analysis. First, a preliminary analysis conductearder to get a general sense of the data and
reflect on its meaning. Next,a more detailed analy&re performed and data were divided into
segments or units that reflect specific experienttesight and knowledge of participants .at the
end of this analysis a list of topics weregenerated the topics was compiled into categories

that labeled as key findings.
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3.7. Chapter Summary

The research design and methodology has been skesturs this chapter. The chapter clarified
that, qualitative research was the design of ttudysfollowed by inductive research approach.
As a method for this research case study was emplofkmong the qualitative research data
collection instruments, face-to-face interview &hail interview was discussed in this chapter,
as this instruments used to collect relevant andejoth data related to this study.Moreover, the
chapter presented the analytic frame of this stwdich was ISO/IEC 27035.Steps that was
performed to address Validity and reliability issu# this research has been also discussed in

this chapter. Finally, the data analysis proceshisfresearch waspresented.

The next chapter will discusses about, data pratent analysis and discussion of this research.
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CHAPTER FOUR

DATA PRESENTATION, ANALYSIS AND DISCUSSION

4.1. INTRODUCTION

This chapter presents data as introduced fromviletes, analysis and discussion of findings. In
the discussion part links between the researchtignesand findings are established. The
findings from face-to-face interview and E-mailéntiew described separately but the grouping
of the information is based on the five phases &O/IEC 27035 standard and

guideline.Inductive analysis performed as it ddstiin section 3.6.

4.2. Respondent Information

» The respondents of the research include IT stdfis are engaged in managerial position
and those who play significant role in informatisecurity incident management. The
job title of these officials are information systesecurity manager, infrastructure and
application manager,ATM and E-payment manager,rgg@peration center team leader
and cyber-attack analysts at security operatiotecen

» It was the researcher impression to carry out fadace interview with the mobile and
internet banking manager as well, but the managertied up in different commitment
at bank x . Due to that reason interview was ndg¢ &b conduct with the internet and
mobile banking manager.

» The working environment of the security operatienter was not convenient to conduct
face-to-face interview. Hence, theresearcher haagdd it in to survey. Out of 9 e-mall

interview sent for all cyber-attack analysts 7ham replied for it in time.

4.3. Challenges in Data Collection Process

Cooperation letter from AAU to Bank x was submitt®dthe researcher at the end of February.
HRM office of bank x accepted the letter and wriniier departmental memorandumletter for
information system security department to be comper with researcher without compromising
the bank confidentiality. The researcher had toersaVeral calls to arrange for the meeting with
the security manager. After waiting for aweek, fingt meeting held with the security manager
to clarify the nature of the research. The chakesigrted at that point. The manager completely

rejected the idea of conducting information segurilated research at bank x. he simply said
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that, “we are not going to allow you to conducsthesearch.” That was verydisappointing and
bad news for the researcher. But the researchet baok again and again to the security
manager office to get another chance to explairersorthat the manager can be convinced. The
good thing was the manager agreed to discussaghenresearcher was able to convince the
manager and the data collection started by conuydtie first interview with the security
manager. Things seem went well at that time. Batiragh the middle of the data collection,
another official from bank x refused the reseanath lae reported to the top level management of
bank x. the top level management decided to steprékearch and that decision told for the
researcher on phone. It was a desperate situatiothé researcher. But by the help and
encouragement of the researcher’'s advisor, theargser convinced the officials to continue
researching under two circumstances. By refraifiioign publishing the name of the bank and by
avoiding any content of the research document ifesglue about which bank is. In general, it
was a very disappointing andmajor challenging psscéhat affected the researcher time

management negatively.

4.4, Data Presentation

4.4.1. Data from Face-To —Face Interview

Under this part, the data presented as it is inted by interviewees using face-to-face
interview. The interviewees were: information systesecurity manager, infrastructure and
application manager, ATM and E-payment manager thiedsecurity operation center team

leader.
Plan and prepare

Interviewees were asked about their understandimgf@rmation security incident.The security
manager described that, information security inuisleas events which compromise the
confidentiality, availability and integrity of infmation assets. For instance: trying to collect
and harvest our email addresses, malicious soffwagh level access requests, ransom ware
attack and many more. The infrastructure manager AfM manager have almost same
definition, they said, it is a security event tltan affect or breach the normal transaction.
According to the security operation center teandéeainformation security incident is un

necessary information disclosure or unauthorizeskss of information assets, especially those
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which can cause negative impact in companies’réipataHis definition is actually grounded in

the explanation given by the security manager
He said:

“...information security incidents atese security events that can cause financial loss

and reputational damage.”

All interviewees mentioned that, Information setupolicy is the main governing document at
Bank x moreover they prevailed that, they don't h@pecific policy to address information
security incident management. The security managet that, bank x has grand information
security policy that gained top level managememirm@dment but it also includes some about
information security incidents. He added that thetually had procedures for security incident
handling but it is not approved by top level mamaget. The infrastructure manager also said
that, they don’t have detail policy that could bsed for information security incident
management but some issues about information $gauridents are included in security policy.
ATM manager and the security operation team lehagnlighted that, their bank is on process to

implement international frame work for informatisacurity management.

When interviewees were asked about incident regptaasn: the security manager described that
they have an incident response team that inclutleseaurity operation center cyber-attack
analysts and some other IT staffs as a virtual tdde said that, because the cyber-attack
analysts are the one responsible to monitor baskyber space 24/7, they all are member of the
response team but those IT staffs out of the dgcoperation center are participant when
needed. The infrastructure manager mentioned thaemior IT staffs from each category have
role to perform information security incident r@dttasks but they are not in one team. He added
that, even though those cyber-attack analystea@irity operation center arefocusing mostly on
those incidents which are visible to them, they @asidered as incident response team. The
ATM manager and the security operation center tlesaler have agreed with the explanation of

the infrastructure manger. The security operatemter team leader said that:

“...in our security operation center, we monithe cyber space 24/7 using security
information event management system but securitidémts cannot be addressed by control
center workers only. It is advantageous to haveliatit team who can lead information security

incident handlers in different departments.”
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According to interviewees, Information securityigent prevention is performed using globally
well-known technologies in Bank x. the security mger stated that, there is a centralized
antivirus that scans computing devices regularlyln€rability scanner tools, network edge
defense like IPsec, encryption of data in tranafedt storing depending up on their sensitivity,
perimeter zone that filters traffic, fire walls anther globally well-known and recommended
technologies are in place and in use to prevemrimdétion security incidents. The security
operation center team leader has agreed with wleaseécurity manager said and he added that,
they use awareness creation programs as incidem¢miion mechanism. Implementing security
policy was deemed as information security incidergvention mechanisms by infrastructure
manager. He highlighted that, one of their prewentnethod is implementing security policy.
Security has priority and gained top level manageneemmitment .creating awareness for
employees, to understand what they are alloweddtardl not is also part of security incident
prevention. Moreover we use enterprise tools inctviwie control and see all devices. VPN is
also among our incident prevention mechanisms. addition to this we use central patch
management tools to fix vulnerability holes. We éavore than 35 thousands computing devices
in distributed locations across the country duehie fact updating endpoint security is a bit
challenging for us. We are working to stabilizedtshitecture so that end point security will be

updated automatically to prevent our computing ckevifrom viruses and other threats.
He said:
“...0ur bank doesn’t compromise on siguelated issues.”

Similarly, ATM and e-payment manager describeddant prevention in his department by
illustration. He said, Bank x gives emphasis foadvance prevention before the actual attack is
coming. For instance, in order to secure card ki triple data encryption standard is
implemented, production and printing of cards aee ffrom human intervention and hard ware
security module calculate password for customeherd is also segregation of duty in this
department; accordingly IT specialists have actesystems to accomplish specific tasks only.

This contributes to prevent information securitgidents.

Interviewees were also asked about relationship atiter organizations. All of them agreed that
Bank x established and preserve relationships amshection with appropriate internal and
external organizations. INSA and federal Policethose who work closely with Bankxthey also

work together with national CERT team.
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All Interviewees mentioned that classification oidents is performed at Bank x,they said that,
information classification is basic for incidentassification. Bank x classified information
depending up on their sensitivity and accordingbyt classified information security incidents
depending up on the damage they may cause on iatamassets. They are classified under the

categories low, medium and high impact incidents.

Interviewees were asked about awareness and waitiie security manager explained that
awareness has been provided through all availal@ansnof communication in Bank x. via
intranet, portal, company email, security magazimebkouse developed knowledge management
database. Those who have managerial roles andtgamperation center employees took part in
most information security incident handling relateginings. But awareness creation program
was available for almost all staffs in bank x. Teeurity operation center team leader agreed
with what the security manager said and he addet] ttyber-attack analysts are trained in
incident handling and most of them are certifieddrding to the infrastructure manager,
training didn’'t include all IT staffs when it comé&s specific security operations. He said that, It
is not enough to train some group of IT staffs ply prevention and handling of information
security incidents can’t be only responsibilitiefssecurity operation center workers. He also
mentioned that, he is suspicious about that whetiey are addressing awareness properly or

not. The ATM and e-payment manager have agreedw¥itdt the infrastructure manager said.

Bank x never performed emergency preparedness isgeas it is explained by all of the
interviewees. The security manager described thaly never did rehearsal to test incident

management schema but they have done it beforgdave for disaster recovery.
He said:

“we have never done emergency preparsdeascise ...no one pay attention for that and
it is not a good practice to keep an incident hiaigdbrocedure without testing it yet ...we even
don’'t know whether our security incident handlingpgedures works out or not. Because we
have not yet identified our weakness and strerntytbugh rehearsal...it is a clear gap here that

we need to work on it.”
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Detecting and Reporting

Available security incident detection mechanisinBaank x are mentioned by interviewees. The
security manager stated that, they use differeatratives to detect security incidents. For ihitia
detection; antivirus detect and report virusesiargsbme cases employees themselves report that
their computing devices is not working or they aregable to log in to the system. He also
mentioned that they use IDS, firewalls, UTM, antwere software ,network flow analysis, log
collectors ,security information event managemeystesn. Using SIEM log generated from
hardware and software goes through analysis otlated and consolidated patterns of possible
cyber-attacks.

He said:

“We detect information security incidents in tways: from those logs which captured direct
from our systems and from user report.”

The infrastructure manager also mentioned that Bamérformed multiple activities that aims to

detect information security incidents. They usedti@ized antivirus software, network security
devices like firewall, vulnerability scanner tooénd log monitoring tools. He also highlighted
that, reports that came from users and third mavtieo work together with the bank are part of
information security incident detection means feerh. Having holistic view of the entire cyber
space of bankx, their security operation centeeatstinformation security incidents in 24/ 7
monitoring. The ATM and e-payment manager describatl detection of information security

incidents is managed in two ways at Bank x. maguaid automatically. The security operation
team leader highlighted that, identification of vedabilities allows Bank x to fix security holes

before the real attack is coming. He mentioned d@hdtaffics that comes in and out in the cyber
space of Bank x are monitored by separate secapéyation center. He also listed currently
available information security incident detectioreans which already mentioned by other

interviewees.
He said:

“...0ur security operation center is our besigtice we want others also to adopt it.”

Interviewees explained that,reporting on the ev@missibly information security incidents) may

happen manually or automatically. Employees mayntemformation security incidents via
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phone, company email or in some cases in persotonfatic detection tools also notify and
report information security incidents.The secuntgnager stated that they have a dedicated call
center to accept information security incident repdrom any of Bank x’s employees. He also
mentioned that users may report security eventstifeir immediate IT support staffs, for
security operation center workers or for the ségumnianager. The security operation center team
leader described that, those information securitydents which are detected using automatic
tools especially using SIEM are registered in tiedent tracking system under their pre-defined

categories.
He said:

“...it is very important to register informatia@ecurity incidents and update incident tracking
system data base in order to mitigate serious cuesees. But we are not exhaustively and

properly registering information security incidemtsich are detected and reported manually.”

ATM and e-payment manager has agreed with whaséharity operation team leader said and
he highlighted that, it is not a good practice tootaintain the quality of registering security of

incidents which are identified and detected manuall
Assessment and Decision

According to the security manager and the secopgration center team leader, using Bank x’s
agreed incident classification scale, cyber-at@tilysts which are categorized in three tires. i.e
tirel, tire 2 and tire 3, perform information seatyrincident assessment.The security
managerdescribed that there is an assessmenbaiiation security incidents mostly conducted
by cyber-attack analysts who are responsible fak time monitoring activities at SOC. tier 1
cyber-attack analysts perform assessment on loel lesrrelations, alerts or notification and
they give immediate solutions. If the attack is plinated, tier 2 cyber-attack analysts will do
further analysis and documentation. Senior cyb@echkt analysts perform further detailed
findings and they keep working on it until they rgipolicy and meaningful infrastructure
change in order to avoid re occurrence of inforomatsecurity incidents. Moreover they
determine whether the information security evemusth be classified as an information security
incident or is in fact a false alarm. The infrastuwe managerpointed that, the role of handling
security incidents are dispersed in different ITpakments at bank Xx. according to his
explanation, they try to identify and assess ingislewhich are detected manually in their

department. Those incidents which are detectedyusmnitoring tools managed by cyber-attack
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analysts at SOC. it is their responsibility to assand confirm on the decision as to whether

security events are in fact security incidents.

He said:

“... hence monitoring teams focus mostly on ehmxidents detected automatically, we need
to have IRT that will address assessment and decs each security events including those

detected manually.”

The ATM and e-payment manager sees assessmenteaistbd of information security events
as a very important phase to respond successfotlgdcurity incidents. He said, they assess
security events based on the location in which dkeurity event detected manually. For
example, reports which are forwarded to the caiteeabout ATM and e-payment investigated
and assessed by their department. He mentioned ttiegt work together with information
system security department and other IT departm@wetording to the security operation center
team leader, assessment of information securitgémts may be conducted by the person who
identified the security incidents at bank x. Bumsbimes this may require highly qualified

personnel .They have limitation here,
He said:

‘I can say there are almost no skilled cyber-attanklysts at tier 3 level with the necessary

competence to assess and analyze sophisticateksaitteour local market.”
Response

The security manager mentioned that, after theyensake about the occurrence of information
security incidents, they notify by email, phoneg @innecessary in person for all IT departments
and for other concerned top level management. e déscribed that, cyber-attack analysts
have the role to respond for information securitgidents in collaboration with other IT
department staff members. All interviewees explaitieat, those caseswhich are reported as a

low impact incident used to be handled by IT tectams.

* The general incident response process handleddoyiseoperation center cyber-attack
analysts which are derived from a description gideming interview illustrated by

figure 4.1 below.
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Steps for general information security incidentpmse at security operation center as

represented by fig 4.1.

* Monitoring team monitor security events, detectdeats using SIEM in 24/7.

» Verify incident occurrence by collecting and anatggsecurity events.

* In case of incidents, register the case. Otherwisange the detection rule of the
monitoring system.

» If incident can be handled by tier 1 cyber-attaoklgsts, then initiate specific incident
response. If not send it to tier 2 cyber-attacKystsa.

» Tier 2 cyber-attack analysts perform further inigegton and analysis on incidents and if
they are able to resolve it, they initiate spedificident response. Else, they send it to tier

3 cyber-attack analysts.

Interviewee were asked as to whether bank x expete information security incidents
recently. The security manager described that, Barilas experienced information security
incidents which are categorized as low, medium laigth impact level. For instance: various
infections or malicious software, high level accesguests of services , temptation to harvest
email addresses by accessing vulnerabilities ahdr&t Recent information security incident
they have experienced was ransom ware attack nbynééannacry. He said that, it is a network
based attack which was very fast to propagatef.itsehey detected it earlier before the actual
attack is coming using correlation from securitjormation event management system and
antimalware software. It took them few days to eonit. The vulnerability of those computing
devices with Microsoft product operating system waploited. Especially of those which were

not patched.
He said:
“... The response was successful even though itlékayed to contain it.”

He described that, in order to stop the attacky tteve identified the port it was using to spread
itself and they disabled it .moreover they fixece teecurity hole that was exploited by
WannaCry. He highlighted that it was time and lalmbensive to avoid and clean it from their
system. The security operation center team leadsragreed with what the security manager

said and he said:

“...WannaCry was not successful to ask ransom boould stop our entire work...if we were

not able to detect it early.”
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The ATM and e-payment manager pointed that, May/2@brldwide attack WannaCry infected
many computing devices including ATM in their bame stated that, a number of automated
teller machines were out of service during thecétt&le highlighted that two things were the
reason for the attack. Antivirus was not enableddme automated teller machines and in most
cases their operating system was not patched.relgsset] that it was time and labor intensive to

get fixed their infected automated teller machines.
He said:

“It was a source of our customers complainsl ung fixed and clean all infected tailoring

machines.”

Electronic evidences preserved at bank x in casenedd for future investigation. All
interviewees mentioned that, department of IT auskis automated tool to trace back and follow
logins of employees which could be referred to litew it is necessary. If the security incident
has an intention of fraud, bank x works in collaimm with police for further forensic

investigation and legal evidences.

Lesson learned

The security manager stated that, they review ewmtsl based on the report from security
operation center in a weekly, monthly and quarterBetings. They discuss about: how security
incidents dealt, root cause to prevail, what gagy theed to consider for future risk assessment
and other additional issues about security incglefbhe security operation center team leader
also gave similar explanation. The infrastructund application manager stated that they learn
from past incidents to make sure re occurrencesofirty incidents avoided. Sometimes, they
take part in the discussion with security departnenshare ideas about how they resolved
security incidents and what challenge they havedadde said, lack of awareness among
employees is one of the challenges they identdiger post incidents are facing. The ATM and

e-payment manager has agreed with what the infictstie manager described.

He said:

“It is very challenging to deal with users who a information security sensitive.”
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Interviewees agreed that,Bank x share experienbarmdling information security incidents with
the national CERT. All interviewees pointed that treed for other financial sectors and banks to
give priority for managing information security idents. They want to share their security
operation center working environment as a goodtjgedor other banks. The ATM and e-
payment manager described that. Similar banksdike should share experience of handling
information security incidents to benefit fromatr ffuture security incident management. He said
that, we might share ideas about preventing in¢gdefor example, there are some banks in
which they enabled magnetic strip in using carckivan But magnetic strip can easily be copied
and may lead them to face fraud in using card lmankihis will be a cause for reputational
damage. So it is advisable to stop enabling magséip in card banking or they need to assess

their risk appetite
He said:

“We need to share our challenges and successamaging security incidents with trusted
community who works for the same purpose. Busigesgpetition can remain as it is but banks

can benefit from common agenda to prevent sectimigats,”

4.4.2. Data from E-mail interview

Most of the survey participant agreed that bankexfiggmed information security training in
cooperation with local training centers and intéoreal companies. Among 7 of the participant 5
of them mentioned that, the security operation erenyber-attack analysts and other IT staff
members take part in the training. One of the redpot said that the training which is
conducted to address security issue should indwd&ess staffs as well. Respondents pointed
that awareness program conducted using the bam&nett portal and information security
magazine. 4 of the survey participant mentioned thformation security awareness among

employees is not matured. One of the cyber-attaekyats mentioned that:

“Some employees are unhappy when you tell themaose unknown USB sticks in working

environment.”

All of the respondents assured that bank x nevdopeed emergency preparedness exercise to

test information security incident management sehadme of the survey participants said that:
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" we can't think of rehearsal while we even Wdrave working incident management plan

which is recognized by all concerned staffs.”

Almost all of the survey participant described tH&S ,IPS, antivirus, network flow analysis
and security information event management systeencarrently in use as prevention and
detection of information security incidents in ithbank, three respondents mentioned that

employees also detect information security incidemd ask support.

Several of the survey participants reserved froplyneg for the question that asked them to
explain major and recent information security ireits their bank experienced. But two of them
described that ransom ware attack WannaCry wagsentenformation security incident their
bank experienced. One of the responses tells lilea¢ was a delay to respond properly for the
attack and they both agreed that a number of caanputere infected by WannaCry. Many of IT
staffs were busy to resolve the problem.

The majority of the respondents explained that barad phone are means of communication
which are in use widely at bank x for reportingoimhation security incidents. 3 of the cyber-
attack analysts mentioned that they are unsuretdbgging of all security incidents identified
using different sources. But all of them agreed th@se identified using monitoring tools
logged properly in ticketing system.

When asked what major challenges their bank isngpar responding to information security
incidents, they pointed to various issues. 4 of ghdicipants mentioned that information gap
among departments is a challenge and 3 of the megpds revealed that response delay and
awareness of employees towards information secigri;mother challenge for handling security
incidents. Enhancement of new threats is also anfemghallenges they have noticed, which is

described by 5 of the survey participant. One efdyber-attack analysts said:

" because it needs various in-depth skills altalyze sophisticated new threats, it is

challenging to respond for it. A zero day attacklso a challenge to respond for it right away.”

58| Page



4.5. DISCUSSION

4.5.1. HowDoes Bank X Of Ethiopia Perform Informaton Security Incident Management?

Several international standards pointed out thairtiportance of having an information security
policy for an organization .ITIL, ISO and SAN statdat information security policy should be
communicated throughout the organization and engasyave to familiar with the policy. Bank

x has developed an information security policy tjioit seems it is not well established across
the entire branches of the bank. This is suppdriethe interviewees where the infrastructure
and application manager stated that, it is verfyadilt to deal with those employees who are not
information security sensitive. ATM and E-paymentnager also agreed with that, some
employees lacks knowledge about what they are alfo do and not to do. Bank x is not
compliant with ISO/IEC 27035 standard recommendatod having a specific policy for
handling information security incident .All the emviewees agreed on that there is no separate

policy and plan that only address information sigumcident management at Bank x.

Bank x classify information assets depending ugheir sensitivity and value .supported by all
interviewees. It is compliant with recommendatiooni the ISO/IEC 27002 standard that
additionally emphasizes the relevance of infornmatilassification to ensure proper protection of
information. The three company studies by Hove &athes (2013) all classified information
including classification of incidents based on ffawerity and damage they cause. Bank x also
classify incidents for proper management dependmgn their risk. Participant of the interview

stressed on that classification of incidents ialviir proper incident handling process.

A finding from the study of Joatun et al (2009)emtified the need for a short and common plan
for incident response. In the study of Hove anch&a(2013), all the three Norwegian companies
had incident management plan in some form, Thituded plans and guidelines for handling
specific types of security incidents, establishedtines, and plans for communication during
incidents. This supports that the finding bank g hcident handling procedure though it is not
approved by top level management. The security geanand security operation center team
leader mentioned that, they have incident handmgeqaure in which they use it without gaining
approval from management. This might indicate therack of common understanding among

technical IT staffs and management staffs towandslent handling, we believe that it is an
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alarming finding as it tells bank x have no formaad clearly defined document that will guide

incident handling process during incident occuresnc

The establishment of IRT is highlighted in standaadd guidelines. NIST recommend that team
members have to have diverse back grounds so hibgtdan handle different incidents that
occur. According to NIST, usually teams consishighly technically skilled persons and teams
should have at least one member with expertisach enajor technological category. Participant
of the interviewee at bank x assured that secapigration center workers acts as an incident
response team and they work in collaboration witther IT staffs when it is needed, But
ISO/IEC 27035 standard recommends having a permaesponse team. Bank x don’t comply
with this recommendation as they don’t have thein dRT but dedicated IT staffs and security
operation center cyber-attack analysts for incidesntdling. This finding is similar with the
finding of Ahmad et al (2012) at financial orgartiaa; the response to high impact incidents is
coordinated by a high impact incident response dination team, while other incidents are
handled by a network incident response team matependently. Companies construct teams
based on the incident and one of them has a spée#im that is involved for major incidents.

Bank X conducted training and awareness creatimgram thataddresses various security
issues. According to ISO/IEC 27035 standard, eng#ey awareness and participation in
incident management procedures are important. Bvangh employees at bank x had attended
courses or other awareness raising activities,etherstill a room for improving security
knowledge and awareness in order to create seqogiive environment. This observation is
further supported by statement from infrastruceamd application manager. He mentioned that it
is very important to address the need of IT staffd other employees to take part in security
related training as information security incideahtling process can’t be only the responsibility
of security operation center workers. This is samiwith the finding from the study of the
petroleum industry by Joatun et al (2009) that fified individual awareness related to
information security should be improved. Bank Xereused rehearsals to identify areas of
improvement yet. Conducting emergency preparedreesscise is however considered
challenging; it ensures that participant train ba tight things, that the scenario is realistic and
useful for real situations. The security managatest that it is difficult to conduct rehearsal and
they never considered its importance. He stredsadittis not a good practice to keep incident
handling procedure without checking its functiofyaliBank x is not compliant with the
recommendation of ISO/IEC 27035 standard to condiietarsal.
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As it is recommended by most relevant standards qandelines, bank x has implemented
monitoring systems such as IDS/IPS, SIEM systertiyiams solutions, firewalls in which they
have configured monitoring functionalities, DMZ twerk flow analysis, mail monitoring tools
and other security monitoring tools are in placd ase, the tools currently in use however have
their limitations. The security manager describeel fiact that high rate of false positive alerts
from security information event management systewne of the challenges in using automated
monitoring systems. Study by Werlinger et al (20&®)o revealed that a lack of accuracy in
tools, resulting in high false positive rates. Rartore interviewees mentioned that the
challenge to hire senior cyber-attack analyst® wan investigate and analyze sophisticated
correlations makes a concern usability of toolss Hotable that efficient detection often requires
intimate knowledge about the organization systemd services. Complexity and lack of
properly trained security specialists may leaddly on notifications to detect incidents. The
finding from the study by Koivunen(2010) also shadweat, of the incidents studied, none of the

victims of the security breaches seemed to havwdesed the incident on their own.

Notification of incident might be from users, IT ployees or external third parties. Bank X uses
email and phone to notify and report incidents \Wwtace detected manually. Even though bank x
have ticketing or incident tracking system whem@dants to be registered, the security operation
center team leader stated that they were not etiialyslogging information security incidents

which are reported manually. Commonly reportingneteds mentioned at bank x were security
manager, security operation center workers and uhatee IT support staffs. Cyber-attack

analysts who participated on the survey revealatl there is no dedicated form for reporting
information security incidents identified by usemainually, so that the user can register what
they have observed. Out of 7, 5 of the survey @pent said this.ISO/IEC 27035

standardrecommends report that comes from any e®woould be filled in a separate format
and has to be approved by point of contact. Badkesn’'t comply this. Some studies report on
challenges with having all incidents registeredha system.Cusick and Ma(2010), report that
some issues are observed but not logged, typiedilBn the case is considered to be non-critical.
We believe that lack of proper communication migéatthe root cause of challenges with having
all incidents registered. The case study by Howk Bernes(2013) included a survey of regular
employees, it was found that few of the employeaesakto whom security incidents should be

reported and that they were not sure which incglémteport.

According to ISO/IEC 27035 standard recommendatioa,point of contact should conduct an

assessment to determine whether the informatiomurisgcevent should be classified as
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information security incident or is in fact a falalarm. Assessment may be also conducted by
the person who identified the security incidentefshe has the appropriate level of competence
to determine whether the security event is an gwidr false alarm. This is supported by from

the statement of security manager and securityatiperteam leader.

Though it is time taking for them to determine wWiegtan alert is false positive or not, bank
x'scyber-attack analysts perform assessment ofriggoevents using monitoring tools. This

complies with ISO/IEC 27035 standard recommendation

Bank x works in collaboration with third partiekdi INSA and national CERT in order to tackle
some advanced attacks. It is in compliance with/IBO 27035 recommendation. Another issue
highlighted in the standard is forensic investigatithey work together with police if further

forensic investigation is needed. This is suppotgdthe study Hove and Tarens (2013),

companies in some cases rely on third partieseopthiice for forensic investigation.

Post incident activities of bank x includes, cortthg weekly, monthly and other additional
meetings to review the cause of major incidentg diallenges they face and how it dealt with
to respond for it. The security operation centehtecal staff team leader and security manager
together with risk and program assessment stdééspgart in the discussion. This is supported by
participant of the survey and security manager.skéded that they have regular meeting to
discuss on security incidents so as to incorpdtegeoutput from the discussion for further risk
assessment tasks. It is similar finding as Werlinge al(2010) reported the motivation for
performing learning activities include keeping s@gupractitioners updated on current threats,
getting new ideas on how to resolve challengingdents, discussing possible improvements of

the incident management process. It complies ISDAE035 recommendation.

Experience sharing with trusted communities is @meanendation in most standards as post
incident activity. It seems lesson learnt and otheident information is often available only to
some selected few in Bank x. this is supported lnyesy conducted at bank x. among the 7
participant 4 of the cyber-attack analysts staked, information gap among departments is one
of the challenge for incident handling in their kawe believe that sharing experience can make
banks better prepared for incident handling. Thé/Adnd E-payment manager noted that: it has
to be clearly defined to which group they can sleygerience. He said that, | don’t think that, it
is necessary to make unavailable those importgrereences, we identified in handling security

incidents for trusted communities. This may imphatt bank x is not benefiting from mutual
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sharing of experiences with other banking industrio it is only partially compliant with 1ISO/
IEC 27035.

4.5.2. What challenges exist in information secumt incident management at bank x of
Ethiopia?

Challenges for security incident management weratioeed by interviewee and the survey
participant. Among these, limitation of having espeaced incident handlers, lack of employees
awareness, and too much false positive alerts mllighted by all of them. cyber-attack

analysts pointed out that, information gap amongadenents, response delay which also
supported by statement from security manager, e@maent of new threats and network
connection problem especially from internet servipeviderare challenges for incident
management practice at bank x. a study by Kurovesid Fring (2011) reported that the
professional experience of employees is most ratevar performing analysis of incident

followed by documentation of past incidents.

4.6. Chapter Summary

In the chapter, the data gathered from the paaitipf this study was presented and assessed
using ISO/IEC 27035 information security incidentamagement process guide. The data
analyses and findings from this research discus$kd. gaps and challenges for information
security incident management practice at bank & @entified. The next chapter will present
summery of key findings, conclusion, recommendatimitation and future work of this
research.
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CHAPTER FIVE

SUMMARY OF KEY FINDINGS, CONCLUSION RECOMMENDATIONS
AND FUTURE WORKS

5.1. Summary of Key Findings

Systematic approaches to incident management tsivdontribute to respond successfully for
an incident. As it is described in many of interoaél standard and good practices, information
security incident management policy, plan and mlaces are part of an organization incident
management capability. Bank x don’t have a sepanébemation security incident management
policy and plan that could help them to respondifieidents in an organized and better way

from what it is practical currently.

The majority of this research participant revealeat the security operation center cyber-attack
analysts are playing the role of an incident respoteam together with few focal persons in
other IT departments. But cyber-attack analysts wéuicipated in the survey pointed out that
information gap among departments and responsey dgka notable challenges that affect
incident management practice at bank x. this mdicate that the collaborative effort to respond
for an incident is not satisfactory at bank x.g@emis this finding call for establishment of well-

organized and comprehensive incident response team.

Besides, an incident response is a highly collah@aactivity, the skill and experience of
incident responder and usability of security taaks an issue for the diagnosis work. Experience
of incident handler can be achieved in two wayspubh rehearsal and post incident learning
activities. It is not a good practice to wait for mcident occurrence to learn from it, rathesit i
recommended to conduct scenario based rehearsahtce incident responder experience and
to identify gaps to be managed beforehand. Therfindf this research is indicating that bank x
don’t perform rehearsal. This might have certainretion with the fact that bank x is suffering

from lack of highly skilled and experienced incitessponders.

In order to create security positive environmentjsi believed that training and awareness
creation program plays a vital role. Training i@mmon key factor for an organization to
strengthen their response capabilities. The ppéiti of this research indicated that bank x
provide information security incident handling triaig for IT and control center workers. They

also mentioned that their bank conduct informatsacurity awareness creation program for
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business staffs. On the other hand, most of tlesii@wee and the survey participant highlighted
that lack of information security awareness amongleyees is a challenge for information

security incident management practice at bankig.rtay lead us to the conclusion bank x is not
performing training and awareness program in aecéffe and efficient way to create security

positive environment.

Apart from the limitation regarding usability andcaracy problem they have, automatic
monitoring and detection systems are best suiteddtecting known attacks. Manual detection
mechanisms such as users, technical staffs anthakteotification supplement the limitation of
automatic detection mechanisms such as, a problerdetecting new attacks which are
specifically tailored and targeted. According te tharticipant of this research, Bank X widely
implemented globally well-known and internationallgcommended automatic incident
detection mechanisms. We believe that, that depboyrof a separate security operation center
at bank x, which is first of its kind in the countindicates that undeniablecommitment of top
level management to secure their IT infrastructlit@s is supported by from the statement of
almost all participants in the interviewee. Banlalgo uses manual detection mechanisms to
detect incidents but there is a grey area whiclcatds utilization of users as a sensor network
for the bank is not sufficient. This is supportedtbe description of interviewees that pointed
out, the absence of security incident registrafiorm for users to use it, uncertainty about

logging security incidents in the incident tracksygtem and lack of awareness.
Challenges of information security incident managetrat bank x identified in this research are:

Accuracy of monitoring tools.
Lack of skilled and experienced incident handlers.
Lack of security awareness among employees.

Information gap among departments and

YV V V VYV VY

Enhancement of new threats.

5.2. CONCLUSION

The main objective of this research was to asdessurrent practice of information security
incident management at bank x of Ethiopia, usingrimational standard in identifying the gaps
and proposing possible solution.
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In this study, attempts were done to examine amdpeoe the available international standards
and guidelines to use it in comparing with the entrpractice.Qualitativein-depth study was

used to assess practice of information securitiyl@nt management at bank x.

The research pointed out that to what extent exjsstandards and guidelines are adopted in
bankx’s information security incident managemertcpss. We found that bank xhas not a
predefined and separate information security indiceanagement plan in which they follow it
strictly. But, to some extent they are complianthman international standards and guidelines
recommendation like ITIL and ISO. Some procedureshsas incident classifications and
escalation of incidents seem to be well performéditomatic means of detecting information
security incidents is widely implemented. There als procedures and activities don’'t seem
sufficiently established. Such as, collaborativerkyoncident reporting process, training and
awareness program, manual incident detection mesrhanpost-incident activities like sharing
of experience. Moreover we highlighted that, arrmalag finding that rehearsal never been

practical and not gained anyone’s attention at bank

Challenges in handling incidents at bank x were edveled in this study .these challenges were
related to employees awareness, lack of skilleddemt handlers, communication and

enhancement of new threats.

5.3. LIMITATIONS

* As the topic of the interviews was information s#gy which tends to
business confidential information,some intervieWwegticipants may refuse to
speak against their bank. Their conscious or uraous desire to make their
bank and themselves look good from the outsidedcocalise a certain bias.

» Even though the researcher impression was to ietermore business staff
personnel and IT technical staffs from each caiegpthe sensitivity of the
research topic, Time and resource constraints patitation on the number
and selection of interviewees. A bigger sample wquiobably enhance the

reliability of the research.
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» Interviews and documentation were intended to pi@vwwo different views on incident
management, confidentiality issues prevented barffom sharing documentation. As
information security researchers we should apptesach caution regarding sharing of

confidential documents, although it poses limitasi¢o the data triangulation.

5.3. RECOMMENDATION

We believe that, having systems in place to presadtdetect as many breaches as possible may
be a good starting point of incident response. Yadthreat landscape also requires a detailed
incident response strategy to detect and respoadteach, along with the expertise to execute
it .based on the identified current practice andllehges of information security incident
management at bank x, we recommend the followingassbank x and other organization may

use it for a better way of managing informationusiyg incidents.

1. The management of bank x have to work together Witdepartment, so as sound and
comprehensive standards or guidelines for inforomagiecurity incident management will
be used recently.

2. As soon as possible, IT department together mghnianagement, they have to produce
information security incident management policy goldn in order to ensure that
information security incidents are reported, assgsand their harmful effects are
mitigated.

3. The management together with IT department haestablish an incident response team
that consists representative from

» Technical security specialists.
» Information technology specialists from each catggo
* Relevant business staffs.

4. IT department have to produce operating and forpnatedures for the information
security incident response team.

5. IT department together with the management hawkesign and develop awareness and
training programs:

« The management has to provide role-based eduehtiand training

opportunities for Incident response team membeldd@nIT staffs.
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« |IT department together with incident response tdwmwe to expose all
employees regularly to information security incidemanagement
awareness. The awareness techniques may includeipegmails, posters.

* The management and IT department have to presemenunication with
the academic institutions to address training gap

6. The Established incident response team has toucbneegular rehearsal to gain
experience. Focus on challenging areas such asnssplelay, user report procedure,
information gap. All IT department members, allittent response team members, other
business employees who have important roles haveake part in emergency
preparedness exercise .

7. All IT department members and the management hawntourage an environment to
share information about incidents that could ineatwlleagues.

8. Incident response team and all members of IT de@ant have to make sure employees
are fully utilized as means of detecting incidents.

9. The management and IT department have to produo@f policies on which means of
information communication should be used and wihaiukl be disseminate and who
should access it.

10. Incident response team have to enhance post intcdgvities:

* Focus on the effectiveness of procedures, contraising and awareness.
* Share notable experiences with similar trusted nitred industries and

communities.

5.4. FUTURE WORK

In order to cope with the enhancement of new tireaé believe that, conducting more detail
researches benefits banks and other organizafldresresearcher recommends future studies in
the following area:

» Conduct the same detailed study on a large scdte iwifinancial industries and
other organizations.

* How the identified challenges can be resolved.

* The need for tailored information security incidenanagement frame work for

different organizations.
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* Prospects and challenges of academic institutionminimizing the scarcity of

highly qualified information security personnel.
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Appendix A: Interview Guide

Interview guide (based on ISO/IEC 27035)
1. Which job title or role do you have?
2. For how many years you have worked in this pmshk
3. Can you explain your major responsibilities auyjob?
Plan and prepare
4. what does it mean” information security incidentyour understanding?
5. Does your organization have existing plans fdormation security incident management?
Yes/No
6. If yes, are the plans been practical? If noty wbt?
7. Is there an already established incident respte@m in your organization? Yes/No
If not, why not?
8. Does your organization perform incident managertraining?
9. If yes, does the training include emergency @regness exercise?
If yes, who take parts in such training and/®ICT represented in it?
10. Can you describe available means of incidestgation mechanism in your organization?
11. Can you mention the major types of ICT secunitydents your organization experienced?
12. How frequent, information security incidentgpan in your organization?
13. Is there any pre-defined down time that catolerated for your systems?
If yes, can you mention?
14. Can you tell me your recent information seguritident?
Was it able to respond successfully to it?
If yes, do you have any idea to tell aboupitscess?
If not, why not?
15. If you have never experienced information ségumcidents, what could be the reason for
that?
16. Does your organization classify informationuséy incidents? If yes, can you mention how?
17. Do you use only host-based (anti-viruses) ¢erde® mechanisms that look at network
Traffic too?

18. Do you encrypt critical data items while innséer and stored?
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19. Do you have network-edge defenses such as PPSec

Detection and reporting

20. What sort of mechanisms you use to detect KCTirsty incidents?

(Anti-viruses?Intrusion detection systems?Firev?alisers?Manual audit of logs?)

21. What means of reporting information securigidents are in use in your organization?
Assessments and decision

22. How does assessment of identified incident sviake place in your organization?

23. Does your organization use predefined inciddassification to decide on information
security events?

Response

24. Who is participant in responding to informat&ecurity incidents?

25. What sort of challenges you experienced inaedmg to incidents?

26. Can you describe additional works which ardégoered when regular operation

is restored?

Lesson Learned

27. How are ICT security incidents registered ambrted afterwards?

28. Is information on incidents disseminated to-asers?

29.Does information security incidents go througtiHer forensic analysis if required?

30. Are the experiences from ICT security incidemsed as input to further risk assessments
and improvements of procedures afterwards?

31. Do you have any success practices in relatianformation security incident management
that you would like to share to others?

32. Which are the most challenging parts of infdrama security management in your
organization?

And why?
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Appendix B: E-Interview Guide
1) Does your bank perform incident managememntitigiand awareness creation program?
a) If yes, who take part in such training and i@mass program?
b) What means of awareness creationrpnagour bank use?
C) if not, do you have any idea abbtiteason?
2) Does you bank perform emergency preparedeescise for incident handling?
a) If yes, what are the strengthd gaps identified?
3) What sort of incident prevention andedébn mechanisms your bank uses currently?
4) What are the major information secuirigidents your bank experienced?
5) Can you mention your recent informatsacurity incident?
a) Was it able to respond fouitsessfully?
b) If yes, do you have any ide&ell about its process?
6) What means of reporting informatioowgéy incidents are in use in your bank?
7) Does your bank register securitydeaits at all the time?
a) If yes, can you mention whoasponsible for that and how its process is?

8) What are the challenges your bankeggpced in responding to information security
incidents?

9) Do you have anything more to télbat information security incident management
practice in your bank?
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